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Summary

CVE CVE-2012-3570

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-07-25 10:42:00 UTC

Updated 2016-11-28 19:08:00 UTC

Description Buffer overflow in ISC DHCP 4.2.x before 4.2.4-P1, when DHCPv6 mode is enabled, allows remote attackers to cause a denial of service (segmentation fault and daemon exit) via a crafted client identifier parameter.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Isc Dhcp 4.2.0 All All All

Application Isc Dhcp 4.2.0 a1 All All

Application Isc Dhcp 4.2.0 a2 All All

Application Isc Dhcp 4.2.0 b1 All All

Application Isc Dhcp 4.2.0 b2 All All

Application Isc Dhcp 4.2.0 p1 All All

Application Isc Dhcp 4.2.0 rc1 All All

Application Isc Dhcp 4.2.1 All All All

Application Isc Dhcp 4.2.1 b1 All All

Application Isc Dhcp 4.2.1 rc1 All All

Application Isc Dhcp 4.2.2 All All All

Application Isc Dhcp 4.2.2 b1 All All

Application Isc Dhcp 4.2.2 rc1 All All

Application Isc Dhcp 4.2.3 All All All

Application Isc Dhcp 4.2.3 p1 All All

Application Isc Dhcp 4.2.3 p2 All All

Application Isc Dhcp 4.2.4 All All All
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Application Isc Dhcp 4.2.4 All All All

Application Isc Dhcp 4.2.0 All All All

Application Isc Dhcp 4.2.0 a1 All All

Application Isc Dhcp 4.2.0 a2 All All

Application Isc Dhcp 4.2.0 b1 All All

Application Isc Dhcp 4.2.0 b2 All All

Application Isc Dhcp 4.2.0 p1 All All

Application Isc Dhcp 4.2.0 rc1 All All

Application Isc Dhcp 4.2.1 All All All

Application Isc Dhcp 4.2.1 b1 All All

Application Isc Dhcp 4.2.1 rc1 All All

Application Isc Dhcp 4.2.2 All All All

Application Isc Dhcp 4.2.2 b1 All All

Application Isc Dhcp 4.2.2 rc1 All All

Application Isc Dhcp 4.2.3 All All All

Application Isc Dhcp 4.2.3 p1 All All

Application Isc Dhcp 4.2.3 p2 All All

Application Isc Dhcp 4.2.4 All All All
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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