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Summary

CVE CVE-2012-3582

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-09-04 11:04:00 UTC

Updated 2013-02-14 04:55:00 UTC

Description Symantec PGP Universal Server 3.2.x before 3.2.1 MP2 does not properly manage sessions that include key search requests, which might allow remote attackers to read a private key in opportunistic circumstances by making a request near the end of a user's session.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Symantec Pgp Universal Server 3.2.0 All All All

Application Symantec Pgp Universal Server 3.2.1 All All All

Application Symantec Pgp Universal Server 3.2.0 All All All

Application Symantec Pgp Universal Server 3.2.1 All All All

References

Reference

Symantec PGP Universal Server Private Key Information Disclosure Vulnerability

Symantec PGP Universal Server May Disclose a User's Private Key to Remote Users - SecurityTracker

Security Advisories Relating to Symantec Products - PGP Universal Server Unauthorized Key Exposure - 2012-08-30T09:00:56 PDT | Symantec

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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