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AVNACHAUNCAVPAN Certain versions of Advanced Package Tool from Debian contain the
’ following vulnerability:

APT 0.7.x before 0.7.25 and 0.8.x before 0.8.16, when using the apt-
key net-update to import keyrings, relies on GnuPG argument order
and does not check GPG subkeys, which might allow remote attackers
to install Trojan horse packages via a man-in-the-middle (MITM)
attack.

CVE-2012-3587 has been assigned by [ cve@mitre.org to track the vulnerability

CVSS2 Score: f2i6-LOW

Access Access Authentication
Vector Complexity

[ HiGH. [NONE
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

USN-1475-1: APT update | Ubuntu IO @® UBUNTU USN-1475-1

Full Disclosure: Strange gpg key shadowing I3 FULLDISC 20120612 Strange gpg key shadowing

Bug #1013128 “gpg key shadowing” : Bugs : “apt” package CONFIRM

: Ubuntu bugs.launchpad.net/ubuntu/+source/apt/+bug/1013128

USN-1477-1: APT vulnerability | Ubuntu W @ UBUNTU USN-1477-1
By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,


https://cve.report/
https://cve.report/CVE-2012-3587/mitre
https://cve.report/CVE-2012-3587/nist
https://cve.report/CVE-2012-3587/cve_org
https://cve.report/CVE-2012-3587.pdf
http://cve.report/software/debian/advanced_package_tool
http://cve.report/vendor/debian
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.ubuntu.com/usn/USN-1475-1
http://seclists.org/fulldisclosure/2012/Jun/267
https://bugs.launchpad.net/ubuntu/+source/apt/+bug/1013128
http://www.ubuntu.com/usn/USN-1477-1

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE
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cpe:2.3:a:debian:advanced_package_tool:0.7.23.1: "™

Kk kKK kK,

cpe:2.3:a:debian:advanced_package_tool:0.7.24 % "

cpe:2.3:a:debian:advanced_package_tool:0.8.0:*:*:*:*:*:*:*:

Sk ok k ok k k.

cpe:2.3:a:debian:advanced_package_tool:0.8.0:pre1:*:*:*:*:*:*:

cpe:2.3:a:debian:advanced_package_tool:0.8.1:*:*:*:**:*:*:

Kk koK kR Lk,

cpe:2.3:a:debian:advanced_package_tool:0.8.10:*:**:*:**:*:
cpe:2.3:a:debian:advanced_package_tool:0.8.10.1:*:***:*:*:

cpe:2.3:a:debian:advanced_package_tool:0.8.10.2:*:":*:*:*:*:*:

cpe:2.3:a:debian:advanced_package_t0ol:0.8.10.3:*:":*:*:*::*:



Ak kLK LK LKLk LK,

cpe:2.3:a:debian:advanced_package_tool:0.8.11.1:*:":"

cpe:2.3:a:debian:advanced_package_tool:0.8.11.2:%:":*:*:*:*:*;

ARk LKLk LK LK LK,

cpe:2.3:a:debian:advanced_package_tool:0.8.11.3:%:":":*:*:*:*:

ARk LKLk K LKLk,

cpe:2.3:a:debian:advanced_package_tool:0.8.11.4:%:":":*:*:*::

cpe:2.3:a:debian:advanced_package_tool:0.8.11.5:%:%:":*:*:*::

R R L

cpe:2.3:a:debian:advanced_package_tool:0.8.13:*:*:*:*:*:*:*:

ARk kLK LK LKLk,

cpe:2.3:a:debian:advanced_package_tool:0.8.13.1:*:*:":

cpe:2.3:a:debian:advanced_package_t0ol:0.8.13.2:%:*:*:*:*:*:*:

aKLk Lk KLk Lk Lk,

cpe:2.3:a:debian:advanced_package_tool:0.8.14:*:*:*:*:*:*:*:

Ak kKK kKK,

cpe:2.3:a:debian:advanced_package_tool:0.8.14.1:*;* " ::

akLk kKKK Lk,

cpe:2.3:a:debian:advanced_package_tool:0.8.15:*:*:*:*:*:*:*:

LRk kR kuk.

cpe:2.3:a:debian:advanced_package_tool:0.8.15:exp1:*:*:*:*:*:*:

dkak kR kuk.

cpe:2.3:a:debian:advanced_package_tool:0.8.15:exp2:*:*:*:*:*:*:

LRk kR Rk,

cpe:2.3:a:debian:advanced_package_tool:0.8.15:exp3:*:*:*:*:*:*:

Kk ok kKKK,

cpe:2.3:a:debian:advanced_package_tool:0.8.15.1:*:*:***:*:*:

dkak kR Rk k.

cpe:2.3:a:debian:advanced_package_tool:0.8.15.10:*:*:*:*:*:*:*:

KKk kKKK,

cpe:2.3:a:debian:advanced_package_tool:0.8.15.6:*: " :*:*:

cpe:2.3:a:debian:advanced_package_tool:0.8.15.7:*: "™

Kk ok kKKK,

cpe:2.3:a:debian:advanced_package_tool:0.8.15.8:*:*:***:*:*:

Kk kKK kK,

cpe:2.3:a:debian:advanced_package_tool:0.8.15.9:**:***:*:*:

cpe:2.3:a:debian:advanced_package_tool:0.7.0:*:*:*:***:*:

cpe:2.3:a:debian:advanced_package_tool:0.7.1:*:

Kk koK kR k.

cpe:2.3:a:debian:advanced_package_tool:0.7.10:*:***:**:*:

Kk koK kKK,

cpe:2.3:a:debian:advanced_package_tool:0.7.11 % "



dkakakkkak.

cpe:2.3:a:debian:advanced_package_tool:0.7.17:exp2:*:*:*:*:*:*:

dkkukkkak.

cpe:2.3:a:debian:advanced_package_tool:0.7.17:exp3:*:*:*:*:*:*:

dkkukkkak.

cpe:2.3:a:debian:advanced_package_tool:0.7.17:exp4:*:*:*:*:*:*:

ARk kKL kKK,

cpe:2.3:a:debian:advanced_package_tool:0.7.18:*:*:*:*:*:*:*:

cpe:2.3:a:debian:advanced_package_tool:0.7.2:*:*: " "™

Akakk ok Lkuk k.

cpe:2.3:a:debian:advanced_package_tool:0.7.2-0.1:*:*:*:*:**:*:

R

cpe:2.3:a:debian:advanced_package_tool:0.7.20:*:*:*:*:**:*:

cpe:2.3:a:debian:advanced_package_tool:0.7.20.1 %%

Kk kK kKK,

cpe:2.3:a:debian:advanced_package_tool:0.7.20.2:%:*:*:*:*:*:*:

Kk kKK kK,

cpe:2.3:a:debian:advanced_package_tool:0.7.271:*: "

Kk ak kKKK,

cpe:2.3:a:debian:advanced_package_tool:0.7.22:*:***:**:*:

cpe:2.3:a:debian:advanced_package_tool:0.7.22. 1 "

Kk ok kKKK,

cpe:2.3:a:debian:advanced_package_tool:0.7.22.2:*:*:**:*:*:*:

Kk kKK kK,

cpe:2.3:a:debian:advanced_package_tool:0.7.23.1: %" :*:*:

cpe:2.3:a:debian:advanced_package_tool:0.7.24:* " "
cpe:2.3:a:debian:advanced_package_tool:0.8.0:*:*:*:**:*:*:

Skak ok akukak,

cpe:2.3:a:debian:advanced_package_tool:0.8.0:pre1:*:*:*:*:*:*:

cpe:2.3:a:debian:advanced_package_tool:0.8.1:%:*:*:**:*:*:



cpe:2.3:a:debian:advanced_package_t0ol:0.8.10.1:*:":":* "

cpe:2.3:a:debian:advanced_package_tool:0.8.10.2:: """

cpe:2.3:a:debian:advanced_package_t00l:0.8.10.3:%:":":*:*:*:*:

ARk LK LKL KKK,

cpe:2.3:a:debian:advanced_package_tool:0.8.11.1:*:%:"*

cpe:2.3:a:debian:advanced_package_tool:0.8.11.2:%:*:":*:*:*:*:

akLk LKLk kLK LK,

cpe:2.3:a:debian:advanced_package_tool:0.8.11.3:*:":":*:*:*:*:

cpe:2.3:a:debian:advanced_package_tool:0.8.11.4:%:* " ::

ARk kKK LKLk,

cpe:2.3:a:debian:advanced_package_tool:0.8.11.5:%:*:*:***::

R

cpe:2.3:a:debian:advanced_package_tool:0.8.13:*:*:*:*:*:*:*:

ARk kKKK Lk,

cpe:2.3:a:debian:advanced_package_tool:0.8.13.1:*: " ::

cpe:2.3:a:debian:advanced_package_tool:0.8.13.2:%:*:*:*:*:*:*:

kKK kKKK,

cpe:2.3:a:debian:advanced_package_tool:0.8.14:*:*:*:*:*:*:*:

Ak kKK kKK,

cpe:2.3:a:debian:advanced_package_tool:0.8.14.1:*:*:****::

KLk kKKK Lk,

cpe:2.3:a:debian:advanced_package_tool:0.8.15:*:*:*:*:**:*:

dkak kR Lk uk.

cpe:2.3:a:debian:advanced_package_tool:0.8.15:exp2:*:*:*:*:*:*:
cpe:2.3:a:debian:advanced_package_tool:0.8.15:exp3:*:*:*:*:*:*:
cpe:2.3:a:debian:advanced_package_tool:0.8.15.1: "™

dkak kR ok akak,

cpe:2.3:a:debian:advanced_package_too0l:0.8.15.10: " :*:*:*:
cpe:2.3:a:debian:advanced_package_tool:0.8.15.6:*:*:***:*:*:
cpe:2.3:a:debian:advanced_package_tool:0.8.15.7: %" :*:*:

cpe:2.3:a:debian:advanced_package_tool:0.8.15.8:**:***:*:*:

cpe:2.3:a:debian:advanced_package_tool:0.8.15.9:**:***:*:*:

No vendor comments have been submitted for this CVE
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