CVE-2012-3697
Published on: 07/25/2012 12:00:00 AM UTC
Last Modified on: 03/23/2021 11:28:17 PM UTC

CVE-2012-3697

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

AVINACMAUNCCINAN Certain versions of Safari from Apple contain the following vulnerability:

WebKit in Apple Safari before 6.0 does not properly handle file: URLSs,
which allows remote attackers to bypass intended sandbox restrictions
and read arbitrary files by leveraging a WebProcess compromise.

CVE-2012-3697 has been assigned by & product-security@apple.com to track the vulnerability

CVSS2 Score: 7.1-HIGH

Access Access Authentication

Vector Complexity

(NN |

Confidentiality Integrity Availability

Impact Impact Impact

[NONE | [NONE

Description Tags Link

APPLE-SA-2012-07-25-1 Safari 6.0 [F] APPLE APPLE-SA-2012-07-25-1

About the security content of Safari 6 @& CONFIRM support.apple.com/kb/HT5400

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE
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cpe:2.3:a:apple:safari:1.0

Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
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Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple

Apple
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Safari
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Safari

Safari

Safari

Safari

ARk kKK LKLk,

akLk kKR k.

cpe:2.3:a:apple:safari:1.0:beta:*:*:*:*:*:*:

3.2.1

3.2.1b

3.2.2

3.2.2b

4.0

4.0

4.0.0b

4.0.1

4.0.2

4.0.3

4.0.4
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4.1
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cpe:2.3:a:apple:safari:1.0.1:

cpe:2.3:a:apple:safari:1.0.2:

cpe:2.3:a:apple:safari:1.0.3:

cpe:2.3:a:apple:safari:1.0.3:85.8:* " :™:

Skakkak Lk uk,

cpe:2.3:a:apple:safari:1.0.3:85.8.1: " :™:

Kk kKK,

cpe:2.3:a:apple:safari:1.0b1:-:mac:*:*:*:*:*:
cpe:2.3:a:apple:safari:1.1: ™
cpe:2.3:a:apple:safari:1.1.0:
cpe:2.3:a:apple:safari:1.1. 1
cpe:2.3:a:apple:safari:1.2:* " %"
cpe:2.3:a:apple:safari:1.2.0:*: 7 " "
cpe:2.3:a:apple:safari:1.2.1:* """
cpe:2.3:a:apple:safari:1.2.2:* """ ™
cpe:2.3:a:apple:safari:1.2.3:*:%:" "
cpe:2.3:a:apple:safari:1.2.4:* """
cpe:2.3:a:apple:safari:1.2.5:*: %"
cpe:2.3:a:apple:safari:1.3:*:*: """
cpe:2.3:a:apple:safari:1.3.0:*: "
cpe:2.3:a:apple:safari:1.3.1: %"
cpe:2.3:a:apple:safari:1.3.2:*: %"
cpe:2.3:a:apple:safari:1.3.2:312.5:* "™
cpe:2.3:a:apple:safari:1.3.2:312.6:*:*:*:*:*:*:
cpe:2.3:a:apple:safari:2:*:*:*:*:**::
cpe:2.3:a:apple:safari:2.0:*: "
cpe:2.3:a:apple:safari:2.0.0:*:*:":

cpe:2.3:a:apple:safari:2.0.1:*: "

cpe:2.3:a:apple:safari:2.0.2:%: "



cpe:2.3:a:apple:safari:2.0.3:*:* "

dkak Lk akkuk.

cpe:2.3:a:apple:safari:2.0.3:417.8:* "

cpe:2.3:a:apple:safari:2.0.3:417.9:

cpe:2.3:a:apple:safari:2.0.3:417.9.2: " *:*:

KKk akakuk.

cpe:2.3:a:apple:safari:2.0.3:417.9.3: " **:*:

cpe:2.3:a:apple:safari:2.0.4:*

cpe:2.3:a:apple:safari:3:*: """

Kk ok kKKK,

cpe:2.3:a:apple:safari:3.0:** "%

cpe:2.3:a:apple:safari:3.0.0:*:*** " "

dkak kR k.

cpe:2.3:a:apple:safari:3.0.0:-:mac:*:*:*:*:*:

cpe:2.3:a:apple:safari:3.0.3:%:%:" "

dkkakkk,

cpe:2.3:a:apple:safari:3.0.3:-:mac:*:*:*:*:*:

AkLk kKK LKk,

cpe:2.3:a:apple:safari:3.0.3b:*:":*

akLk kKK,

cpe:2.3:a:apple:safari:3.0.3b:-:windows:*:*:*:*:*:

cpe:2.3:a:apple:safari:3.0.4:*: "

Skak KRk,

cpe:2.3:a:apple:safari:3.0.4:-:mac:*:*:*:*:*:

akLkLk oKk LKk,

cpe:2.3:a:apple:safari:3.0.4b: "



R

cpe:2.3:a:apple:safari:3.0.4b:-:windows:*:*:*:*:*:

cpe:2.3:a:apple:safari:3.1.0:*: "

LRk Rk k.

cpe:2.3:a:apple:safari:3.1.0:-:mac:*:*:*:*:*:

KKKk kR k.

cpe:2.3:a:apple:safari:3.1.0b:

cpe:2.3:a:apple:safari:3.1.1:
cpe:2.3:a:apple:safari:3.1.1b:-:windows:*:*:*:*:*:
cpe:2.3:a:apple:safari:3.1.2:
cpe:2.3:a:apple:safari:3.1.2b:-:windows:*:*:*:*:*:
cpe:2.3:a:apple:safari:3.2.0:*: " " ™

cpe:2.3:a:apple:safari:3.2.0b:-:windows:*:*:*:*:*:

cpe:2.3:a:apple:safari:3.2.1:

cpe:2.3:a:apple:safari:4.0.1:*:%:" "
cpe:2.3:a:apple:safari:4.0.2:%:%:" "
cpe:2.3:a:apple:safari:4.0.3:*:%:" "
cpe:2.3:a:apple:safari:4.0.4:*:*:":
cpe:2.3:a:apple:safari:4.0.5:%:%:" "
cpe:2.3:a:apple:safari:4.1:*:

cpe:2.3:a:apple:safari:4.1.1:* "
cpe:2.3:a:apple:safari:4.1.2:%:*:":

cpe:2.3:a:apple:safari:5.0:*:

cpe:2.3:a:apple:safari:5.0.1:*: "



cpe:2.3:a:apple:safari:5.0.2:*: "

cpe:2.3:a:apple:safari:5.0.4:

cpe:2.3:a:apple:safari:5.0.5:*:** "

cpe:2.3:a:apple:safari:5.0.6:*:*: """

cpe:2.3:a:apple:safari:5.1:

cpe:2.3:a:apple:safari:5.1. 1

cpe:2.3:a:apple:safari:5.1.2:

cpe:2.3:a:apple:safari:5.1.3:

cpe:2.3:a:apple:safari:5.1.4:

cpe:2.3:a:apple:safari:5.1.5:

cpe:2.3:a:apple:safari:5.1.6:* ™

cpe:2.3:a:apple:safari:1.0:* "

cpe:2.3:a:apple:safari:1.0.1:* " "

cpe:2.3:a:apple:safari:1.0.2:* " """

cpe:2.3:a:apple:safari:1.0.3:*:" """

cpe:2.3:a:apple:safari:1.0.3:85.8:™:*:*:*:*:*:

cpe:2.3:a:apple:safari:1.0.3:85.8.1:*:*::*:":*:

cpe:2.3:a:apple:safari:1.1:*: "

cpe:2.3:a:apple:safari:1.1.0:*: "

cpe:2.3:a:apple:safari:1.1.1:* "

cpe:2.3:a:apple:safari:1.2:*: "

cpe:2.3:a:apple:safari:1.2.0:*:*:*:

coe:2.3:a:aople:safari:1.2.1:*:*****:*:



cpe:2.3:a:apple:safari:1.2.2:

cpe:2.3:a:apple:safari:1.2.3: "™

cpe:2.3:a:apple:safari:1.2.4:

cpe:2.3:a:apple:safari:1.2.5:

cpe:2.3:a:apple:safari:1.3:* "

cpe:2.3:a:apple:safari:1.3.0:

cpe:2.3:a:apple:safari:1.3.1:

cpe:2.3:a:apple:safari:1.3.2:

*ak .k

cpe:2.3:a:apple:safari:1.3.2:312.5:* %%

*ak .k

cpe:2.3:a:apple:safari:1.3.2:312.6:%:* %"

Kk koK kR k.

cpe:2.3:a:apple:safari:2:*:*:***:*:*:

cpe:2.3:a:apple:safari:2.0:*:*: "

cpe:2.3:a:apple:safari:2.0.0:*:* """

cpe:2.3:a:apple:safari:2.0.1:* " """

cpe:2.3:a:apple:safari:2.0.2:*:* """

cpe:2.3:a:apple:safari:2.0.3:* " """

cpe:2.3:a:apple:safari:2.0.3:417.8:*:*:*::*:":

cpe:2.3:a:apple:safari:2.0.3:417.9:* %"

cpe:2.3:a:apple:safari:2.0.3:417.9.2:%":% "

cpe:2.3:a:apple:safari:2.0.3:417.9.3:%:":%:*:*::

cpe:2.3:a:apple:safari:2.0.4:*:*: "

dkakakkk,

cpe:2.3:a:apple:safari:2.0.4:-:-mac:*:*:*:*:*:
cpe:2.3:a:apple:safari:3:*:*:*:*:*:*:*:

cpe:2.3:a:apple:safari:3.0:*: """

cpe:2.3:a:apple:safari:3.0.0:*: "



cpe:2.3:a:apple:safari:3.0.1:

Kk kKR k.

cpe:2.3:a:apple:safari:3.0.1:beta:*:*:*:*:*:*:

R I

cpe:2.3:a:apple:safari:3.0.1b:*: " ™

KKKk Lk,

cpe:2.3:a:apple:safari:3.0.1b:-:windows:*:*:*:*:*:

cpe:2.3:a:apple:safari:3.0.2:*

ARk koK ok koK,

cpe:2.3:a:apple:safari:3.0.2b: "

cpe:2.3:a:apple:safari:3.0.2b:-:windows:*:*:*:*:*:
cpe:2.3:a:apple:safari:3.0.3:*: " " ™

dkakakakak,

cpe:2.3:a:apple:safari:3.0.3:-:mac:*:*:*:*:*:

cpe:2.3:a:apple:safari:3.1.1:*: %"

cpe:2.3:a:apple:safari:3.1.1b:-:windows:*:*:*:*:*:
cpe:2.3:a:apple:safari:3.1.2:*:%:" "

cpe:2.3:a:apple:safari:3.1.2b:-:windows:*:*:*:*:*:

cpe:2.3:a:apple:safari:3.2.0:*:*:": "



Cpe.L.o.d.dppie.sdldl.o.£. 1D.-WINUOws. . . . . .

cpe:2.3:a:apple:safari:3.2.2:*: " ™

cpe:2.3:a:apple:safari:4.0:* "

Kk uk kR k.

cpe:2.3:a:apple:safari:4.0:beta:*:*:*:*:*:*:

cpe:2.3:a:apple:safari:4.0.1:

cpe:2.3:a:apple:safari:4.0.2:

cpe:2.3:a:apple:safari:4.0.3:

cpe:2.3:a:apple:safari:4.0.4:

cpe:2.3:a:apple:safari:4.0.5:

Kk kKK oKk,

cpe:2.3:a:apple:safari:4.1:

cpe:2.3:a:apple:safari:4.1. 1

cpe:2.3:a:apple:safari:4.1.2:* """

cpe:2.3:a:apple:safari:5.0:*: " "

cpe:2.3:a:apple:safari:5.0.1:* " """

cpe:2.3:a:apple:safari:5.0.2:* " """

cpe:2.3:a:apple:safari:5.0.4:*:* """

cpe:2.3:a:apple:safari:5.0.5:* " """

cpe:2.3:a:apple:safari:5.0.6:*:*:* """

cpe:2.3:a:apple:safari:5.1:" " ™

cpe:2.3:a:apple:safari:5.1.1: """ ™

cpe:2.3:a:apple:safari:5.1.2:%:%:" %

cpe:2.3:a:apple:safari:5.1.3:*: %"

cpe:2.3:a:apple:safari:5.1.4:*: %"

cpe:2.3:a:apple:safari:5.1.5:% "

cpe:2.3:a:apple:safari:5.1.6:*:*:":*



NO venaor comments nave been submitied 1or tinis LveE

Social Mentions

Source Title Posted (UTC)
@ /riremovalbot  11-24 06:54 - 'Life is not black and white - uless you work for Wuhan Deepin Technology Co. | am 2018-11-24
honest, unlike you, | TRY to use 100% libre software, sometimes | fail, but | always try ways how to 06:54:54

get as close to 100% as possible. / | wil..." by /u/taxboogy removed from /r/linux within 1278-1288min

® /riremovalbot  11-23 09:53 - 'Read this: / All these are the obvious differences. However, there are some subtle 2018-11-23
differences which are not that good. These are the reasons why | prefer to keep anonymous. / Before  09:53:10
| present my reasons, | would like to present a...' by /u/taxboogy removed from /r/linux within 0-5min
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