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CVE CVE-2012-3748
State PUBLIC
Assigner product-security@apple.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-11-03 17:55:00 UTC
Updated 2013-09-18 03:22:00 UTC
Description Race condition in WebKit in Apple iOS before 6.0.1 and Safari before 6.0.2 allows remote attackers to execute arbitrary coc

/ |

1|

Risk And Classification

Problem Types: CWE-362

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Apple Iphone Os 1.0.0 All All All
Operating System Apple Iphone Os 1.0.1 All All All
Operating System Apple Iphone Os 1.0.2 All All All
Operating System Apple Iphone Os 1.1.0 All All All
Operating System Apple Iphone Os 1141 All All All
Operating System Apple Iphone Os 1.1.2 All All All
Operating System Apple Iphone Os 1.1.3 All All All
Operating System Apple Iphone Os 1.1.4 All All All
Operating System Apple Iphone Os 115 All All All
Operating System Apple Iphone Os 2.0 All All All
Operating System Apple Iphone Os 2.0.0 All All All
Operating System Apple Iphone Os 2.0.1 All All All
Operating System Apple Iphone Os 2.0.2 All All All
Operating System Apple Iphone Os 2.1 All All All
Operating System Apple Iphone Os 2.1.1 All All All
Operating System Apple Iphone Os 2.2 All All All
Operating System Apple Iphone Os 221 All All All
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Applicaton Apple Sarari 4. Al Al All
Application Apple Safari 4.0 beta All All
Application Apple Safari 4.0.0b All All All
Application Apple Safari 4.0.1 All All All
Application Apple Safari 402 All All All
Application Apple Safari 4.0.3 All All All
Application Apple Safari 4.0.4 All All All
Application Apple Safari 4.05 All All All
Application Apple Safari 41 All All All
Application Apple Safari 4141 All All All
Application Apple Safari 41.2 All All All
Application Apple Safari 5.0 All All All
Application Apple Safari 5.0.1 All All All
Application Apple Safari 5.0.2 All All All
Application Apple Safari 5.0.4 All All All
Application Apple Safari 5.0.5 All All All
Application Apple Safari 5.0.6 All All All
Application Apple Safari 5.1 All All All
Application Apple Safari 5.1.1 All All All
Application Apple Safari 5.1.2 All All All
Application Apple Safari 5.1.3 All All All
Application Apple Safari 51.4 All All All
Application Apple Safari 515 All All All
Application Apple Safari 5.1.6 All All All
Application Apple Safari 51.7 All All All
Application Apple Safari 6.0 All All All
Application Apple Safari All All All All
Reference Source Link Tags
About Secunia Research | Flexera SECUNIA secunia.com
504 Gateway Time-out BID www.securityfocus.com
About the security content of Safari 5.1.10 CONFIRM support.apple.com
20121101 APPLE-SA-2012-11-01-2 Safari 6.0.2 BUGTRAQ archives.neohapsis.com
20121101 APPLE-SA-2012-11-01-1 i0S 6.0.1 BUGTRAQ archives.neohapsis.com
About the security content of Safari 6.0.2 CONFIRM support.apple.com Vendor Advisory
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http://secunia.com/advisories/51445
http://www.securityfocus.com/bid/56362
http://support.apple.com/kb/HT5921
http://archives.neohapsis.com/archives/bugtraq/2012-11/0013.html
http://archives.neohapsis.com/archives/bugtraq/2012-11/0012.html
http://support.apple.com/kb/HT5568

APPLE-SA-2012-11-01-1i0S 6.0.1 APPLE lists.apple.com Vendor Advisory

About the security content of Apple TV 5.1.1 CONFIRM support.apple.com

About the security content of iOS 6.0.1 Software Update CONFIRM support.apple.com Vendor Advisory
APPLE-SA-2012-11-01-2 Safari 6.0.2 APPLE lists.apple.com Vendor Advisory
APPLE-SA-2013-09-12-2 Safari 5.1.10 APPLE lists.apple.com

CVE Program record CVE.ORG WWW.Cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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