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AVNACLAUNCNENAC Certain versions of Bind from Isc contain the following vulnerability:

CVE-2012-3817 has been assigned by [ cve@mitre.org to track the vulnerability

ISC BIND 9.4.x, 9.5.x, 9.6.x, and 9.7.x before 9.7.6-P2; 9.8.x before
9.8.3-P2; 9.9.x before 9.9.1-P2; and 9.6-ESV before 9.6-ESV-R7-P2,
when DNSSEC validation is enabled, does not properly initialize the
failing-query cache, which allows remote attackers to cause a denial of
service (assertion failure and daemon exit) by sending many queries.

CVSS2 Score: 7.8-HIGH

Access Access
Vector Complexity
Low
Confidentiality Integrity
Impact Impact

Authentication

Availability
Impact

COMPLETE

CVE References

Description

Security Advisory SA51096 - HP-UX update for BIND - Secunia

openSUSE-SU-2012:0969-1: moderate: bind: Fixed a remote denial of servic

Red Hat Customer Portal

APPLE-SA-2013-09-12-1 OS X Mountain Lion v10.8.5 and Security Update
2013-004

USN-1518-1: Bind vulnerability | Ubuntu

CVE-2012-3817: Heavy DNSSEC Validation Load Can Cause a "Bad Cache"

Tags

text/html

lists.opensuse.org
text/html

text/html
Not Archived

lists.apple.com
text/html

text/html

Vendor Advisory

Link

) SECUNIA 51096

9 SUSE openSUSE-SU-
2012:0969

& REDHAT RHSA-
2012:1122

[7] APPLE APPLE-SA-2013-
09-12-1

® UBUNTU USN-1518-1

§/@ CONFIRM


https://cve.report/
https://cve.report/CVE-2012-3817/mitre
https://cve.report/CVE-2012-3817/nist
https://cve.report/CVE-2012-3817/cve_org
https://cve.report/CVE-2012-3817.pdf
http://cve.report/software/isc/bind
http://cve.report/vendor/isc
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://web.archive.org/web/2012/http://secunia.com/advisories/51096
http://lists.opensuse.org/opensuse-updates/2012-08/msg00013.html
https://web.archive.org/web/2012/http://rhn.redhat.com/errata/RHSA-2012-1122.html
http://lists.apple.com/archives/security-announce/2013/Sep/msg00002.html
http://www.ubuntu.com/usn/USN-1518-1

Assertion Failure in BIND9 | Internet Systems Consortium Knowledge Base [ kb.isc.org | kE.isc.org/article/AA—OO729
The Slackware Linux Project: Slackware Security Advisories & SLACKWARE SSA:2012-
34101
About the security content of OS X Mountain Lion v10.8.5 and Security Update & CONFIRM
2013-004 support.apple.com/kb/HT5880
Debian -- Security Information -- DSA-2517-1 bind9 (© DEBIAN DSA-2517
openSUSE-SU-2012:0971-1: moderate: bind: update to fix a remote denial o 9 SUSE openSUSE-SU-
2012:0971
BIND DNSSEC Validation Cache Failure Lets Remote Users Deny Service - (0) SECTRACK 1027296
SecurityTracker
Red Hat Customer Portal & REDHAT RHSA-
2012:1123
By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Isc Bind 9.4 All All All
Application Isc Bind 9.4.0 All All All
Application Isc Bind 9.4.0 rci All All
Application Isc Bind 9.4.1 All All All
Application Isc Bind 9.4.2 All All All
Application Isc Bind 9.4.3 All All All
Application Isc Bind 9.4.3 rci All All
Application Isc Bind 9.5 All All All
Application Isc Bind 9.5.0 All All All
Application Isc Bind 9.5.0 rcl All All
Application Isc Bind 9.5.1 All All All
Application Isc Bind 9.51 rcl All All
Application Isc Bind 9.5.1 rc2 All All
Application Isc Bind 952 All All All
Application Isc Bind 9.5.2 rci All All
Application Isc Bind 9.5.3 All All All



https://kb.isc.org/article/AA-00729
http://www.slackware.com/security/viewer.php?l=slackware-security&y=2012&m=slackware-security.536004
http://support.apple.com/kb/HT5880
http://www.debian.org/security/2012/dsa-2517
http://lists.opensuse.org/opensuse-updates/2012-08/msg00015.html
http://www.securitytracker.com/id?1027296
https://web.archive.org/web/2012/http://rhn.redhat.com/errata/RHSA-2012-1123.html
mailto:%20comment@cve.report
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