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Summary

CVE CVE-2012-3863

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-07-09 10:20:00 UTC

Updated 2013-10-10 18:24:00 UTC

Description channels/chan_sip.c in Asterisk Open Source 1.8.x before 1.8.13.1 and 10.x before 10.5.2, Asterisk Business Edition C.3.x before C.3.7.5, Certified Asterisk 1.8.11-certx before 1.8.11-cert4, and Asterisk Digiumphones 10.x.x-digiumphones before 10.5.2-digiumphones does not properly handle a provisional response to a SIP reINVITE request, which allows remote authenticated users to cause a denial of service (RTP port exhaustion) via sessions that lack final responses.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Digium Asterisk 1.8.0 All All All

Application Digium Asterisk 1.8.0 beta1 All All

Application Digium Asterisk 1.8.0 beta2 All All

Application Digium Asterisk 1.8.0 beta3 All All

Application Digium Asterisk 1.8.0 beta4 All All

Application Digium Asterisk 1.8.0 beta5 All All

Application Digium Asterisk 1.8.0 rc2 All All

Application Digium Asterisk 1.8.0 rc3 All All

Application Digium Asterisk 1.8.0 rc4 All All

Application Digium Asterisk 1.8.0 rc5 All All

Application Digium Asterisk 1.8.1 All All All

Application Digium Asterisk 1.8.1 rc1 All All

Application Digium Asterisk 1.8.1.1 All All All

Application Digium Asterisk 1.8.1.2 All All All

Application Digium Asterisk 1.8.11.0 All All All

Application Digium Asterisk 1.8.11.0 rc2 All All

Application Digium Asterisk 1.8.11.0 rc3 All All
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Application Digium Asterisk 1.8.11.0 rc3 All All

Application Digium Asterisk 1.8.11.1 All All All

Application Digium Asterisk 1.8.13.0 All All All

Application Digium Asterisk 1.8.13.0 rc1 All All

Application Digium Asterisk 1.8.13.0 rc2 All All

Application Digium Asterisk 1.8.2 All All All

Application Digium Asterisk 1.8.2.1 All All All

Application Digium Asterisk 1.8.2.2 All All All

Application Digium Asterisk 1.8.2.3 All All All

Application Digium Asterisk 1.8.2.4 All All All

Application Digium Asterisk 1.8.3 All All All

Application Digium Asterisk 1.8.3 rc1 All All

Application Digium Asterisk 1.8.3 rc2 All All

Application Digium Asterisk 1.8.3 rc3 All All

Application Digium Asterisk 1.8.3.1 All All All

Application Digium Asterisk 1.8.3.2 All All All

Application Digium Asterisk 1.8.3.3 All All All

Application Digium Asterisk 1.8.4 All All All

Application Digium Asterisk 1.8.4 rc1 All All

Application Digium Asterisk 1.8.4 rc2 All All

Application Digium Asterisk 1.8.4 rc3 All All

Application Digium Asterisk 1.8.4.1 All All All

Application Digium Asterisk 1.8.4.2 All All All

Application Digium Asterisk 1.8.4.3 All All All

Application Digium Asterisk 1.8.4.4 All All All

Application Digium Asterisk 1.8.5 All All All

Application Digium Asterisk 1.8.5 rc1 All All

Application Digium Asterisk 1.8.5.0 All All All

Application Digium Asterisk 1.8.6.0 All All All

Application Digium Asterisk 1.8.6.0 rc1 All All

Application Digium Asterisk 1.8.6.0 rc2 All All

Application Digium Asterisk 1.8.6.0 rc3 All All

Application Digium Asterisk 1.8.7.0 All All All

Application Digium Asterisk 1.8.7.0 rc1 All All

Application Digium Asterisk 1.8.7.0 rc2 All All

Application Digium Asterisk 1.8.7.1 All All All
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Application Digium Asterisk 1.8.8.0 All All All

Application Digium Asterisk 1.8.8.0 rc1 All All

Application Digium Asterisk 1.8.8.0 rc2 All All

Application Digium Asterisk 1.8.8.0 rc3 All All

Application Digium Asterisk 1.8.8.0 rc5 All All

Application Digium Asterisk 1.8.8.1 All All All

Application Digium Asterisk 1.8.8.2 All All All

Application Digium Asterisk 1.8.9.0 All All All

Application Digium Asterisk 1.8.9.0 rc1 All All

Application Digium Asterisk 1.8.9.0 rc2 All All

Application Digium Asterisk 1.8.9.0 rc3 All All

Application Digium Asterisk 1.8.9.2 All All All

Application Digium Asterisk 1.8.9.3 All All All

Application Digium Asterisk 10.0.0 All All All

Application Digium Asterisk 10.0.0 All digiumphones All

Application Digium Asterisk 10.0.0 beta1 All All

Application Digium Asterisk 10.0.0 beta1 digiumphones All

Application Digium Asterisk 10.0.0 beta2 All All

Application Digium Asterisk 10.0.0 beta2 digiumphones All

Application Digium Asterisk 10.0.0 rc1 All All

Application Digium Asterisk 10.0.0 rc1 digiumphones All

Application Digium Asterisk 10.0.0 rc2 All All

Application Digium Asterisk 10.0.0 rc2 digiumphones All

Application Digium Asterisk 10.0.0 rc3 All All

Application Digium Asterisk 10.0.0 rc3 digiumphones All

Application Digium Asterisk 10.0.1 All All All

Application Digium Asterisk 10.1.0 All All All

Application Digium Asterisk 10.1.0 All digiumphones All

Application Digium Asterisk 10.1.0 rc1 All All

Application Digium Asterisk 10.1.0 rc1 digiumphones All

Application Digium Asterisk 10.1.0 rc2 All All

Application Digium Asterisk 10.1.0 rc2 digiumphones All

Application Digium Asterisk 10.1.1 All All All

Application Digium Asterisk 10.1.2 All All All

Application Digium Asterisk 10.1.3 All All All

Application Digium Asterisk 10.2.0 All All All
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Application Digium Asterisk 10.2.0 All All All

Application Digium Asterisk 10.2.0 All digiumphones All

Application Digium Asterisk 10.2.0 rc1 All All

Application Digium Asterisk 10.2.0 rc1 digiumphones All

Application Digium Asterisk 10.2.0 rc2 All All

Application Digium Asterisk 10.2.0 rc2 digiumphones All

Application Digium Asterisk 10.2.0 rc3 All All

Application Digium Asterisk 10.2.0 rc3 digiumphones All

Application Digium Asterisk 10.2.0 rc4 All All

Application Digium Asterisk 10.2.0 rc4 digiumphones All

Application Digium Asterisk 10.2.1 All All All

Application Digium Asterisk 10.3.0 All All All

Application Digium Asterisk 10.3.0 All digiumphones All

Application Digium Asterisk 10.3.0 rc2 All All

Application Digium Asterisk 10.3.0 rc2 digiumphones All

Application Digium Asterisk 10.3.0 rc3 All All

Application Digium Asterisk 10.3.0 rc3 digiumphones All

Application Digium Asterisk 10.3.1 All All All

Application Digium Asterisk 10.4.0 All All All

Application Digium Asterisk 10.4.0 All digiumphones All

Application Digium Asterisk 10.4.0 rc1 All All

Application Digium Asterisk 10.4.0 rc1 digiumphones All

Application Digium Asterisk 10.4.0 rc2 All All

Application Digium Asterisk 10.4.0 rc2 digiumphones All

Application Digium Asterisk 10.4.0 rc3 All All

Application Digium Asterisk 10.4.1 All All All

Application Digium Asterisk 10.4.2 All All All

Application Digium Asterisk 10.5.0 All All All

Application Digium Asterisk 10.5.0 All digiumphones All

Application Digium Asterisk 10.5.0 rc1 All All

Application Digium Asterisk 10.5.0 rc1 digiumphones All

Application Digium Asterisk 10.5.0 rc2 All All

Application Digium Asterisk 10.5.0 rc2 digiumphones All

Application Digium Asterisk 10.5.1 All All All

Application Digium Asterisk 10.5.1 All digiumphones All

Application Digium Asterisk 1.8.0 All All All
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Application Digium Asterisk 1.8.0 beta1 All All

Application Digium Asterisk 1.8.0 beta2 All All

Application Digium Asterisk 1.8.0 beta3 All All

Application Digium Asterisk 1.8.0 beta4 All All

Application Digium Asterisk 1.8.0 beta5 All All

Application Digium Asterisk 1.8.0 rc2 All All

Application Digium Asterisk 1.8.0 rc3 All All

Application Digium Asterisk 1.8.0 rc4 All All

Application Digium Asterisk 1.8.0 rc5 All All

Application Digium Asterisk 1.8.1 All All All

Application Digium Asterisk 1.8.1 rc1 All All

Application Digium Asterisk 1.8.1.1 All All All

Application Digium Asterisk 1.8.1.2 All All All

Application Digium Asterisk 1.8.11.0 All All All

Application Digium Asterisk 1.8.11.0 rc2 All All

Application Digium Asterisk 1.8.11.0 rc3 All All

Application Digium Asterisk 1.8.11.1 All All All

Application Digium Asterisk 1.8.13.0 All All All

Application Digium Asterisk 1.8.13.0 rc1 All All

Application Digium Asterisk 1.8.13.0 rc2 All All

Application Digium Asterisk 1.8.2 All All All

Application Digium Asterisk 1.8.2.1 All All All

Application Digium Asterisk 1.8.2.2 All All All

Application Digium Asterisk 1.8.2.3 All All All

Application Digium Asterisk 1.8.2.4 All All All

Application Digium Asterisk 1.8.3 All All All

Application Digium Asterisk 1.8.3 rc1 All All

Application Digium Asterisk 1.8.3 rc2 All All

Application Digium Asterisk 1.8.3 rc3 All All

Application Digium Asterisk 1.8.3.1 All All All

Application Digium Asterisk 1.8.3.2 All All All

Application Digium Asterisk 1.8.3.3 All All All

Application Digium Asterisk 1.8.4 All All All

Application Digium Asterisk 1.8.4 rc1 All All

Application Digium Asterisk 1.8.4 rc2 All All
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Application Digium Asterisk 1.8.4 rc3 All All

Application Digium Asterisk 1.8.4.1 All All All

Application Digium Asterisk 1.8.4.2 All All All

Application Digium Asterisk 1.8.4.3 All All All

Application Digium Asterisk 1.8.4.4 All All All

Application Digium Asterisk 1.8.5 All All All

Application Digium Asterisk 1.8.5 rc1 All All

Application Digium Asterisk 1.8.5.0 All All All

Application Digium Asterisk 1.8.6.0 All All All

Application Digium Asterisk 1.8.6.0 rc1 All All

Application Digium Asterisk 1.8.6.0 rc2 All All

Application Digium Asterisk 1.8.6.0 rc3 All All

Application Digium Asterisk 1.8.7.0 All All All

Application Digium Asterisk 1.8.7.0 rc1 All All

Application Digium Asterisk 1.8.7.0 rc2 All All

Application Digium Asterisk 1.8.7.1 All All All

Application Digium Asterisk 1.8.8.0 All All All

Application Digium Asterisk 1.8.8.0 rc1 All All

Application Digium Asterisk 1.8.8.0 rc2 All All

Application Digium Asterisk 1.8.8.0 rc3 All All

Application Digium Asterisk 1.8.8.0 rc5 All All

Application Digium Asterisk 1.8.8.1 All All All

Application Digium Asterisk 1.8.8.2 All All All

Application Digium Asterisk 1.8.9.0 All All All

Application Digium Asterisk 1.8.9.0 rc1 All All

Application Digium Asterisk 1.8.9.0 rc2 All All

Application Digium Asterisk 1.8.9.0 rc3 All All

Application Digium Asterisk 1.8.9.2 All All All

Application Digium Asterisk 1.8.9.3 All All All

Application Digium Asterisk 10.0.0 All All All

Application Digium Asterisk 10.0.0 All digiumphones All

Application Digium Asterisk 10.0.0 beta1 All All

Application Digium Asterisk 10.0.0 beta1 digiumphones All

Application Digium Asterisk 10.0.0 beta2 All All

Application Digium Asterisk 10.0.0 beta2 digiumphones All

Application Digium Asterisk 10.0.0 rc1 All All
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Application Digium Asterisk 10.0.0 rc1 All All

Application Digium Asterisk 10.0.0 rc1 digiumphones All

Application Digium Asterisk 10.0.0 rc2 All All

Application Digium Asterisk 10.0.0 rc2 digiumphones All

Application Digium Asterisk 10.0.0 rc3 All All

Application Digium Asterisk 10.0.0 rc3 digiumphones All

Application Digium Asterisk 10.0.1 All All All

Application Digium Asterisk 10.1.0 All All All

Application Digium Asterisk 10.1.0 All digiumphones All

Application Digium Asterisk 10.1.0 rc1 All All

Application Digium Asterisk 10.1.0 rc1 digiumphones All

Application Digium Asterisk 10.1.0 rc2 All All

Application Digium Asterisk 10.1.0 rc2 digiumphones All

Application Digium Asterisk 10.1.1 All All All

Application Digium Asterisk 10.1.2 All All All

Application Digium Asterisk 10.1.3 All All All

Application Digium Asterisk 10.2.0 All All All

Application Digium Asterisk 10.2.0 All digiumphones All

Application Digium Asterisk 10.2.0 rc1 All All

Application Digium Asterisk 10.2.0 rc1 digiumphones All

Application Digium Asterisk 10.2.0 rc2 All All

Application Digium Asterisk 10.2.0 rc2 digiumphones All

Application Digium Asterisk 10.2.0 rc3 All All

Application Digium Asterisk 10.2.0 rc3 digiumphones All

Application Digium Asterisk 10.2.0 rc4 All All

Application Digium Asterisk 10.2.0 rc4 digiumphones All

Application Digium Asterisk 10.2.1 All All All

Application Digium Asterisk 10.3.0 All All All

Application Digium Asterisk 10.3.0 All digiumphones All

Application Digium Asterisk 10.3.0 rc2 All All

Application Digium Asterisk 10.3.0 rc2 digiumphones All

Application Digium Asterisk 10.3.0 rc3 All All

Application Digium Asterisk 10.3.0 rc3 digiumphones All

Application Digium Asterisk 10.3.1 All All All

Application Digium Asterisk 10.4.0 All All All

Application Digium Asterisk 10.4.0 All digiumphones All
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Application Digium Asterisk 10.4.0 rc1 All All

Application Digium Asterisk 10.4.0 rc1 digiumphones All

Application Digium Asterisk 10.4.0 rc2 All All

Application Digium Asterisk 10.4.0 rc2 digiumphones All

Application Digium Asterisk 10.4.0 rc3 All All

Application Digium Asterisk 10.4.1 All All All

Application Digium Asterisk 10.4.2 All All All

Application Digium Asterisk 10.5.0 All All All

Application Digium Asterisk 10.5.0 All digiumphones All

Application Digium Asterisk 10.5.0 rc1 All All

Application Digium Asterisk 10.5.0 rc1 digiumphones All

Application Digium Asterisk 10.5.0 rc2 All All

Application Digium Asterisk 10.5.0 rc2 digiumphones All

Application Digium Asterisk 10.5.1 All All All

Application Digium Asterisk 10.5.1 All digiumphones All

Application Digium Asteriske 1.8.8.0 rc4 All All

Application Digium Asteriske 1.8.9.1 All All All

Application Digium Asteriske 1.8.8.0 rc4 All All

Application Digium Asteriske 1.8.9.1 All All All

Application Digium Asterisk Business Edition c.3.1 All All All

Application Digium Asterisk Business Edition c.3.3 All All All

Application Digium Asterisk Business Edition c.3.7.4 All All All

Application Digium Asterisk Business Edition c.3.1 All All All

Application Digium Asterisk Business Edition c.3.3 All All All

Application Digium Asterisk Business Edition c.3.7.4 All All All

Application Digium Certified Asterisk 1.8.11 cert All All

Application Digium Certified Asterisk 1.8.11 cert1 All All

Application Digium Certified Asterisk 1.8.11 cert2 All All

Application Digium Certified Asterisk 1.8.11 cert3 All All

Application Digium Certified Asterisk 1.8.11 cert All All

Application Digium Certified Asterisk 1.8.11 cert1 All All

Application Digium Certified Asterisk 1.8.11 cert2 All All

Application Digium Certified Asterisk 1.8.11 cert3 All All
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Debian -- Security Information -- DSA-2550-2 asterisk DEBIAN www.debian.org

Security Advisory SA50756 - Gentoo update for asterisk - Secunia SECUNIA secunia.com

Asterisk Uncompleted Re-invite Transactions Denial Of Service Vulnerability BID www.securityfocus.com

AST-2012-010 CONFIRM downloads.asterisk.org Patch, Vendor Advisory

Security Advisory SA50687 - Debian update for asterisk - Secunia SECUNIA secunia.com

[ASTERISK-19992] SIP re-INVITEs have no transaction timeout - Digium/Asterisk JIRA CONFIRM issues.asterisk.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
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Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report
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https://issues.asterisk.org/jira/browse/ASTERISK-19992
https://www.cve.org/CVERecord?id=CVE-2012-3863
https://nvd.nist.gov/vuln/detail/CVE-2012-3863
https://cve.report/
https://uspto.report/company/Mitre-Corp
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http://cve.report/mitre_license.txt
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