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Puppet before 2.6.17 and 2.7.x before 2.7.18, and Puppet Enterprise before 2.5.2, allows remote authenticated users to rec

| 1|

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Puppet Puppet 2.6.0 All All All
Puppet Puppet 2.6.1 All All All
Puppet Puppet 2.6.10 All All All
Puppet Puppet 2.6.11 All All All
Puppet Puppet 2.6.12 All All All
Puppet Puppet 2.6.13 All All All
Puppet Puppet 2.6.14 All All All
Puppet Puppet 2.6.15 All All All
Puppet Puppet 2.6.2 All All All
Puppet Puppet 2.6.3 All All All
Puppet Puppet 2.6.4 All All All
Puppet Puppet 2.6.5 All All All
Puppet Puppet 2.6.6 All All All
Puppet Puppet 2.6.7 All All All
Puppet Puppet 2.6.8 All All All
Puppet Puppet 2.6.9 All All All
Puppet Puppet 2.7.10 All All All
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Application Puppet Puppet 2.7.16 All All All

Application Puppet Puppet 2.717 All All All

Application Puppet Puppet 2.7.2 All All All

Application Puppet Puppet 2.7.3 All All All

Application Puppet Puppet 274 All All All

Application Puppet Puppet 2.75 All All All

Application Puppet Puppet 276 All All All

Application Puppet Puppet 2.7.7 All All All

Application Puppet Puppet 2.7.8 All All All

Application Puppet Puppet 2.7.9 All All All

Application Puppet Puppet Enterprise All All All All

Application Puppetlabs Puppet 2.7.0 All All All

Application Puppetlabs Puppet 2.71 All All All

Application Puppetlabs Puppet 2.7.0 All All All

Application Puppetlabs Puppet 2.71 All All All

Application Puppetlabs Puppet All All All All

Reference Source
Add Selector terminus for file_content/file_metadata - puppetlabs/puppet@10f6cb8 - GitHub CONFIRM
openSUSE-SU-2012:0891-1: moderate: puppet for multiple issues SUSE
CVE-2012-3864 | Puppet Labs CONFIRM
Debian -- Security Information -- DSA-2511-1 puppet DEBIAN
USN-1506-1: Puppet vulnerabilities | Ubuntu UBUNTU
Add Selector terminus for file_content/file_metadata - puppetlabs/puppet@c3c7462 - GitHub CONFIRM
Security Advisory SA50014 - SUSE update for puppet - Secunia SECUNIA
[security-announce] SUSE-SU-2012:0983-1: important: Security update for SUSE
839130 — (CVE-2012-3864) CVE-2012-3864 puppet: authenticated clients allowed to read arbitrary files from the puppet master ~ CONFIRM
CVE Program record CVE.ORG
NVD vulnerability detail NVD

a

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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