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Summary

CVE CVE-2012-3866

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-08-06 16:55:00 UTC

Updated 2019-07-10 18:02:00 UTC

Description lib/puppet/defaults.rb in Puppet 2.7.x before 2.7.18, and Puppet Enterprise before 2.5.2, uses 0644 permissions for last_run_report.yaml, which allows local users to obtain sensitive configuration information by leveraging access to the puppet master server to read this file.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Puppet Puppet 2.7.10 All All All

Application Puppet Puppet 2.7.11 All All All

Application Puppet Puppet 2.7.12 All All All

Application Puppet Puppet 2.7.13 All All All

Application Puppet Puppet 2.7.14 All All All

Application Puppet Puppet 2.7.16 All All All

Application Puppet Puppet 2.7.2 All All All

Application Puppet Puppet 2.7.3 All All All

Application Puppet Puppet 2.7.4 All All All

Application Puppet Puppet 2.7.5 All All All

Application Puppet Puppet 2.7.6 All All All

Application Puppet Puppet 2.7.8 All All All

Application Puppet Puppet 2.7.9 All All All

Application Puppet Puppet 2.7.10 All All All

Application Puppet Puppet 2.7.11 All All All

Application Puppet Puppet 2.7.12 All All All

Application Puppet Puppet 2.7.13 All All All
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Application Puppet Puppet 2.7.13 All All All

Application Puppet Puppet 2.7.14 All All All

Application Puppet Puppet 2.7.16 All All All

Application Puppet Puppet 2.7.2 All All All

Application Puppet Puppet 2.7.3 All All All

Application Puppet Puppet 2.7.4 All All All

Application Puppet Puppet 2.7.5 All All All

Application Puppet Puppet 2.7.6 All All All

Application Puppet Puppet 2.7.8 All All All

Application Puppet Puppet 2.7.9 All All All

Application Puppet Puppet Enterprise All All All All

Application Puppetlabs Puppet 2.7.0 All All All

Application Puppetlabs Puppet 2.7.1 All All All

Application Puppetlabs Puppet 2.7.0 All All All

Application Puppetlabs Puppet 2.7.1 All All All

Application Puppetlabs Puppet All All All All

References

Reference Source Link

openSUSE-SU-2012:0891-1: moderate: puppet for multiple issues SUSE lists.opensuse.org

Debian -- Security Information -- DSA-2511-1 puppet DEBIAN www.debian.org

USN-1506-1: Puppet vulnerabilities | Ubuntu UBUNTU www.ubuntu.com

Security Advisory SA50014 - SUSE update for puppet - Secunia SECUNIA secunia.com

839135 – (CVE-2012-3866) CVE-2012-3866 puppet: information leak via world readable last_run_report.yaml CONFIRM bugzilla.redhat.com

CVE-2012-3866 | Puppet Labs CONFIRM puppetlabs.com

Tighten permissions on classfile, resourcefile, lastrunfile, and last… · puppetlabs/puppet@fd44bf5 · GitHub CONFIRM github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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