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AVNACMAUNCCICAC Certain versions of Firefox from Mozilla contain the following
’ vulnerability:

Mozilla Firefox before 15.0, Firefox ESR 10.x before 10.0.7,
Thunderbird before 15.0, Thunderbird ESR 10.x before 10.0.7, and
SeaMonkey before 2.12 do not properly iterate through the characters
in a text run, which allows remote attackers to execute arbitrary code
via a crafted document.

CVE-2012-3962 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 9.3-HIGH

Access Access Authentication
Vector Complexity
NN |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References
Description Tags Link
Repository / Oval Repository () OVAL oval:org.mitre.oval:def:16494
[security-announce] SUSE-SU-2012:1157-1: 9 SUSE SUSE-SU-2012:1157
important: Security update for
Debian -- Security Information -- DSA-2556-1 (© DEBIAN DSA-2556
icedove
Debian -- Security Information -- DSA-2554-1 (© DEBIAN DSA-2554
iceape

| www.xerox.com | B CONFIRM www.xerox.com/download/security/security-



https://cve.report/
https://cve.report/CVE-2012-3962/mitre
https://cve.report/CVE-2012-3962/nist
https://cve.report/CVE-2012-3962/cve_org
https://cve.report/CVE-2012-3962.pdf
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A16494
http://lists.opensuse.org/opensuse-security-announce/2012-09/msg00011.html
http://www.debian.org/security/2012/dsa-2556
http://www.debian.org/security/2012/dsa-2554
https://cve.report/CVE-2012-3962/32db9c60

application/pdf bulletin/16287-4d6b7b0c81t7b/cert_XRX13-003_v1.0.pdt

[security-announce] openSUSE-SU- lists.opensuse.org 9 SUSE openSUSE-SU-2012:1065
2012:1065-1: critical: MozillaFirefox: U text/html

USN-1548-1: Firefox vulnerabilities | Ubuntu ® UBUNTU USN-1548-1

text/html

Red Hat Customer Portal web.archive.org & REDHAT RHSA-2012:1210
text/html
Inactive Link | Not Archived

769120 — (CVE-2012-3962) Bad iterator in text  [IEFTENIEHEE (%) CONFIRM bugzilla.mozilla.org/show_bug.cgi?id=769120
runs text/html

Debian -- Security Information -- DSA-2553-1 www.debian.org (@ DEBIAN DSA-2553

iceweasel Depreciated Link

text/html

USN-1548-2: Firefox regression | Ubuntu ® UBUNTU USN-1548-2

text/html

Red Hat Customer Portal web.archive.org & REDHAT RHSA-2012:1211
text/html
Inactive Link | Not Archived

MFSA 2012-58: Use-after-free issues found Vendor Advisory [ CONFIRM
using Address Sanitizer www.mozilla.org www.mozilla.org/security/announce/2012/mfsa2012-58.html
text/html

[security-announce] SUSE-SU-2012:1167-1: lists.opensuse.org 9 SUSE SUSE-SU-2012:1167
important: Security update for text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3

~

Type Vendor Product Version Update Edition Language
Application Mozilla Firefox 1.0 All All All
Application Mozilla Firefox 1.0 preview_release All All
Application Mozilla Firefox 1.0.1 All All All
Application Mozilla Firefox 1.0.2 All All All
Application Mozilla Firefox 1.0.3 All All All
Application Mozilla Firefox 1.0.4 All All All
Application Mozilla Firefox 1.05 All All All
Application Mozilla Firefox 1.0.6 All All All
Application Mozilla Firefox 1.0.7 All All All
Application Mozilla Firefox 1.0.8 All All All

Application Mozilla Firefox 1.4.1 All All All
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cpe:2.3:a:mozilla:firefox:1.0:*: "
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Skkakkkuk.

cpe:2.3:a:mozilla:firefox:1.0:preview_release:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:1.0.1:*:* %"

*.*.*.*.*.*.*.

cpe:2.3:a:mozilla:firefox:1.0.2:*:

cpe:2.3:a:mozilla:firefox:1.0.3: "™

.*.*.*.*.*.*.*.

cpe:2.3:a:mozilla:firefox:1.0.4:

cpe:2.3:a:mozilla:firefox:1.0.5: ™

cpe:2.3:a:mozilla:firefox:1.0.6: " *:

*.*.*.*.*.*.*.

cpe:2.3:a:mozilla:firefox:1.0.7:*:

cpe:2.3:a:mozilla:firefox:1.0.8: 7 :*:

.*.*.*.*.*.*.*.

cpe:2.3:a:mozilla:firefox:1.4.1:

cpe:2.3:a:mozilla:firefox:1.5:** %% *:*:

Sk ok akakakak,

cpe:2.3:a:mozilla:firefox:1.5:betal **:*:*:*:*:

cpe:2.3:a:mozilla:firefox:1.5.0.2:* %"

cpe:2.3:a:mozilla:firefox:1.5.0.3:*:* """

cpe:2.3:a:mozilla:firefox:1.5.0.4:*% "

cpe:2.3:a:mozilla:firefox:1.5.0.5:* %"

ok okok ok ok ok,

cpe:2.3:a:mozilla:firefox:1.5.0.6:

*.*.*.*.*.*.*.

cpe:2.3:a:mozilla:firefox:1.5.0.7:*:

cpe:2.3:a:mozilla:firefox:1.5.0.8:*:* "

*.*.*.*.*.*.*.

cpe:2.3:a:mozilla:firefox:1.5.0.9:*:

cpe:2.3:a:mozilla:firefox:1.5.1: %% "

.*.*.*.*.*.*.*.

cpe:2.3:a:mozilla:firefox:1.5.2:

*.*.*.*.*.*.*.

cpe:2.3:a:mozilla:firefox:1.5.3:*:

.*.*.*.*.*.*.*.

cpe:2.3:a:mozilla:firefox:1.5.



cpe:2.3:a:mozilla:firefox:1.5.5:*:****:*:*:

cpe:2.3:a:mozilla:firefox:1.5.6:*:****:*:*:

cpe:2.3:a:mozilla:firefox:1.5.7: ™

cpe:2.3:a:mozilla:firefox:1.5.8:*****:*:

KKk kKKK,

cpe:2.3:a:mozilla:firefox:1.8:*:***:**:*:
cpe:2.3:a:mozilla:firefox:10.0:* 7 :*:
cpe:2.3:a:mozilla:firefox:10.0.1
cpe:2.3:a:mozilla:firefox:10.0.2:*: %
cpe:2.3:a:mozilla:firefox:11.0: 7 :*:
cpe:2.3:a:mozilla:firefox:12.0: 7 7 :*:
cpe:2.3:a:mozilla:firefox:12.0:betab:*:*:*:*:*:*:
cpe:2.3:a:mozilla:firefox:13.0:*** 7 :*:

cpe:2.3:a:mozilla:firefox:2.0:*:* %" *:*:

cpe:2.3:a:mozilla:firefox:2.0.0.1: %"

akLk kKK kK,

cpe:2.3:a:mozilla:firefox:2.0.0.19:*:*:*:*
cpe:2.3:a:mozilla:firefox:2.0.0.2:*:*:*:*
cpe:2.3:a:mozilla:firefox:2.0.0.20:*:*:*:*:**::

cpe:2.3:a:mozilla:firefox:2.0.0.3:*:*:*:*

cpe:2.3:a:mozilla:firefox:2.0.0.4:* %



cpe:2.3:a:mozilla:firefox:2.0.0.5:*:**:*
cpe:2.3:a:mozilla:firefox:2.0.0.6:*:*:*:*
cpe:2.3:a:mozilla:firefox:2.0.0.7: ™
cpe:2.3:a:mozilla:firefox:2.0.0.8:*:**:***:*:
cpe:2.3:a:mozilla:firefox:2.0.0.9:******:*:
cpe:2.3:a:mozilla:firefox:3.0:*:****
cpe:2.3:a:mozilla:firefox:3.0.1: ™

dk kR kR Rk,

cpe:2.3:a:mozilla:firefox:3.0.10:*:***: %

akak kK ak Rk,

cpe:2.3:a:mozilla:firefox:3.0.12:%:

ak kKoK kR k.

cpe:2.3:a:mozilla:firefox:3.0.13:*:***:

dkakak ok akakok,

cpe:2.3:a:mozilla:firefox:3.0. 14

cpe:2.3:a:mozilla:firefox:3.0.2:%:* "

cpe:2.3:a:mozilla:firefox:3.0.3:*:* "

cpe:2.3:a:mozilla:firefox:3.0.4:%:* "

cpe:2.3:a:mozilla:firefox:3.0.5:%:* "

cpe:2.3:a:mozilla:firefox:3.0.6:":* "

cpe:2.3:a:mozilla:firefox:3.0.7:%:* "

cpe:2.3:a:mozilla:firefox:3.0.8:*:*:*:* "

cpe:2.3:a:mozilla:firefox:3.0.9:*:* "

akLk kLK Lk LKLk,

cpe:2.3:a:mozilla:firefox:3.5:%:*: "

cpe:2.3:a:mozilla:firefox:3.5.1: %" "

dkakk kR akk,

cpe:2.3:a:mozilla:firefox:3.5.10: "

ARk kKRR k.

cpe:2.3:a:mozilla:firefox:3.5. 11 "

dkLak kR kLR ok,

cpe:2.3:a:mozilla:firefox:3.5.12:* % " **:

AnAD Dinrmasillafirnfay 2 B 42k kk ok kokk,
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ARk kR kLR k.

cpe:2.3:a:mozilla:firefox:3.5. 14 :***:*:

cpe:2.3:a:mozilla:firefox:3.5.2:****:*:*:

cpe:2.3:a:mozilla:firefox:3.5.3:****:*:*:

cpe:2.3:a:mozilla:firefox:3.5.4: "

cpe:2.3:a:mozilla:firefox:3.5.5:****:*:*:

cpe:2.3:a:mozilla:firefox:3.5.6:****:*:*:

cpe:2.3:a:mozilla:firefox:3.5.7: 7 :*:

cpe:2.3:a:mozilla:firefox:3.5.8:****:*:*:

cpe:2.3:a:mozilla:firefox:3.5.9:****:*:*:

Kk kKK kK,

cpe:2.3:a:mozilla:firefox:3.6:*:***:**:*:

akLkak ok akakk.

cpe:2.3:a:mozilla:firefox:3.6.19:*: ™" **:*:

cpe:2.3:a:mozilla:firefox:3.6.2:*:*:*:**:*:*:

akLkLk ok kakk,

cpe:2.3:a:mozilla:firefox:3.6.20:*: ™" :*:*:

dkkk ok k Rk,

cpe:2.3:a:mozilla:firefox:3.6.22:* % " *:*:

dkakLk ok akakk,

cpe:2.3:a:mozilla:firefox:3.6.23:*: " **:*:

dkLk kR kLR k.

cpe:2.3:a:mozilla:firefox:3.6.24 % " *:*:

ARk kR Rk k.

cpe:2.3:a:mozilla:firefox:3.6.25: " "



cpe:2.3:a:mozilla:firefox:3.6.3:*:**:**:*:*:

cpe:2.3:a:mozilla:firefox:3.6.4:*:****:*:*:

cpe:2.3:a:mozilla:firefox:3.6.6::*:***:*:*:

cpe:2.3:a:mozilla:firefox:3.6.7:*****:*:

cpe:2.3:a:mozilla:firefox:3.6.8:*:***:*:*:

cpe:2.3:a:mozilla:firefox:3.6.9:****:*:*:

Kk kKK kK,

cpe:2.3:a:mozilla:firefox:4.0:*:*** "

Rk koK Rk,

cpe:2.3:a:mozilla:firefox:4.0:betal0:*:*:*:*:*:*:

Kk koK ak k.

cpe:2.3:a:mozilla:firefox:4.0:betal 1 :**:*:*:

kakak ok akak.

cpe:2.3:a:mozilla:firefox:4.0:betal2:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:4.0.1:%:* "
cpe:2.3:a:mozilla:firefox:5.0:*:*: "
cpe:2.3:a:mozilla:firefox:5.0.1:%:* "
cpe:2.3:a:mozilla:firefox:6.0:*:*: "
cpe:2.3:a:mozilla:firefox:6.0.1:*:*:*:* "
cpe:2.3:a:mozilla:firefox:6.0.2:*:*:*:*:*:*:*:
cpe:2.3:a:mozilla:firefox:7.0:*: "
cpe:2.3:a:mozilla:firefox:7.0.1:* "

akLk Lk kKKK,

cpe:2.3:a:mozilla:firefox:8.0:*: " ::



cpe:2.3:a:mozilla:firefox:8.0.1:*:****:*:*:

cpe:2.3:a:mozilla:firefox:9.0:*:*:****::

cpe:2.3:a:mozilla:firefox:9.0.1:*:****:*:*:

Kk kKK kLK,

cpe:2.3:a:mozilla:firefox:1.0:*:

Skkakkkuk.

cpe:2.3:a:mozilla:firefox:1.0:preview_release:™:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:1.0. 1 ™

cpe:2.3:a:mozilla:firefox:1.0.2: ™

cpe:2.3:a:mozilla:firefox:1.0.3: "™

cpe:2.3:a:mozilla:firefox:1.0.4: "

cpe:2.3:a:mozilla:firefox:1.0.5: ™

cpe:2.3:a:mozilla:firefox:1.0.6: " *:

cpe:2.3:a:mozilla:firefox:1.0.7: 7 "

cpe:2.3:a:mozilla:firefox:1.0.8:****:*:*:

cpe:2.3:a:mozilla:firefox:1.4. 1 %%

cpe:2.3:a:mozilla:firefox:1.5:%:" %

cpe:2.3:a:mozilla:firefox:1.5.0.2:*:* "

cpe:2.3:a:mozilla:firefox:1.5.0.3:*:* "

cpe:2.3:a:mozilla:firefox:1.5.0.4:*% "

cpe:2.3:a:mozilla:firefox:1.5.0.5:** "

cpe:2.3:a:mozilla:firefox:1.5.0.6:*: "

cpe:2.3:a:mozilla:firefox:1.5.0. 7%

cpe:2.3:a:mozilla:firefox:1.5.0.8:*:* "

cpe:2.3:a:mozilla:firefox:1.5.0.9:* "



cpe:2.3:a:mozilla:firefox:1.5.1: % :*:
cpe:2.3:a:mozilla:firefox:1.5.2:** % *:
cpe:2.3:a:mozilla:firefox:1.5.3: "™
cpe:2.3:a:mozilla:firefox:1.5.4: ™
cpe:2.3:a:mozilla:firefox:1.5.5: ™
cpe:2.3:a:mozilla:firefox:1.5.6:******:
cpe:2.3:a:mozilla:firefox:1.5.7: 7 ™
cpe:2.3:a:mozilla:firefox:1.5.8: 7 :*:
cpe:2.3:a:mozilla:firefox:1.8:*:*****:*:
cpe:2.3:a:mozilla:firefox:10.0: 7 7 :*:
cpe:2.3:a:mozilla:firefox:10.0.1 %
cpe:2.3:a:mozilla:firefox:10.0.2:%:***: %

cpe:2.3:a:mozilla:firefox:11.0: 7 7 :*:

cpe:2.3:a:mozilla:firefox:12.0:%:":* "™

cpe:2.3:a:mozilla:firefox:13.0:%:":* "™

cpe:2.3:a:mozilla:firefox:2.0:*:*: "

cpe:2.3:a:mozilla:firefox:2.0.0.1:*:*:": "

akLk kK Lk Kk,

cpe:2.3:a:mozilla:firefox:2.0.0.13:*:":*:* %

ARk kKK kK,

cpe:2.3:a:mozilla:firefox:2.0.0.14:*:":*

akLk kKK LKk,

cpe:2.3:a:mozilla:firefox:2.0.0.18:*:*:****::

AkLkk kKKK,

cpe:2.3:a:mozilla:firefox:2.0.0.19:*:*:*



cpe:2.3:a:mozilla:firefox:2.0.0.2:*:*:*:*
cpe:2.3:a:mozilla:firefox:2.0.0.20:*:*:***:*:*:
cpe:2.3:a:mozilla:firefox:2.0.0.3: " *:
cpe:2.3:a:mozilla:firefox:2.0.0.4:: "
cpe:2.3:a:mozilla:firefox:2.0.0.5:******:*:
cpe:2.3:a:mozilla:firefox:2.0.0.6:*:**:**:*:*:

dkkakakakakak.

cpe:2.3:a:mozilla:firefox:2.0.0.7:*:*:
cpe:2.3:a:mozilla:firefox:2.0.0.8:*:**:**:*:*:
cpe:2.3:a:mozilla:firefox:2.0.0.9:***:**:*:*:
cpe:2.3:a:mozilla:firefox:3.0:*:*****:*:
cpe:2.3:a:mozilla:firefox:3.0. 1 %

ak kR ok ak Rk,

cpe:2.3:a:mozilla:firefox:3.0.10:*:***:**:*:

cpe:2.3:a:mozilla:firefox:3.0.2:%:* "
cpe:2.3:a:mozilla:firefox:3.0.3:*:*:*: "
cpe:2.3:a:mozilla:firefox:3.0.4:%:* "
cpe:2.3:a:mozilla:firefox:3.0.5:%:* "
cpe:2.3:a:mozilla:firefox:3.0.6:*:*:*: "
cpe:2.3:a:mozilla:firefox:3.0.7:% "
cpe:2.3:a:mozilla:firefox:3.0.8:*:* " *:
cpe:2.3:a:mozilla:firefox:3.0.9:*:* "
cpe:2.3:a:mozilla:firefox:3.5:%: "

kKK kKKK,

cpe:2.3:a:mozilla:firefox:3.5.1:*:



ARk kKRR k.

cpe:2.3:a:mozilla:firefox:3.5.10:***:***:*:

ARk kR kLR k.

cpe:2.3:a:mozilla:firefox:3.5.11 %% 7

ak KRk kR k.

cpe:2.3:a:mozilla:firefox:3.5.15:*:***:**:*:

cpe:2.3:a:mozilla:firefox:3.5.2:****:*:*:

cpe:2.3:a:mozilla:firefox:3.5.3:****:*:*:

cpe:2.3:a:mozilla:firefox:3.5.4:****:*:*:

cpe:2.3:a:mozilla:firefox:3.5.5:****:*:*:

cpe:2.3:a:mozilla:firefox:3.5.6:*:***:*:*:

cpe:2.3:a:mozilla:firefox:3.5.7:****:*:*:

cpe:2.3:a:mozilla:firefox:3.5.8:*:***:*:*:

cpe:2.3:a:mozilla:firefox:3.5.9:*:* "

cpe:2.3:a:mozilla:firefox:3.6:%:*: " ™

akkak ok akakk,

cpe:2.3:a:mozilla:firefox:3.6.16:*: ™" *:*:*:

akkLk ok kakk,

cpe:2.3:a:mozilla:firefox:3.6.17:* % "

akkuk ok akakk,

cpe:2.3:a:mozilla:firefox:3.6.18: ™" *:*:*:

cpe:2.3:a:mozilla:firefox:3.6.2:*:*:*:**:*:*:

dkak kR kLR k.

cpe:2.3:a:mozilla:firefox:3.6.20:* % " :*:*:

ARk kKRR k,

cpe:2.3:a:mozilla:firefox:3.6.21 "



AkakLk kR Rk,

cpe:2.3:a:mozilla:firefox:3.6.22:*:*:*:*:*:*:

ARk kR kR k.

cpe:2.3:a:mozilla:firefox:3.6.23:*:*:*:*:*:*:

ARk kR kR k.

cpe:2.3:a:mozilla:firefox:3.6.24 7 :*:**:*:*:

cpe:2.3:a:mozilla:firefox:3.6.3::****:*:*:

cpe:2.3:a:mozilla:firefox:3.6.4:****:*:*:

cpe:2.3:a:mozilla:firefox:3.6.6::*:***:*:*:

cpe:2.3:a:mozilla:firefox:3.6.7:******:*:

cpe:2.3:a:mozilla:firefox:3.6.8:*:***:*:*:

cpe:2.3:a:mozilla:firefox:3.6.9:*:***:*:*:

Kk koK kKK,

cpe:2.3:a:mozilla:firefox:4.0:*:*** " *:*:

Skak ok akakak,

cpe:2.3:a:mozilla:firefox:4.0:betal :*:*:*:*:

Skakakakakak.

cpe:2.3:a:mozilla:firefox:4.0:beta8:*:*:*:*:

dkukakakakak,

cpe:2.3:a:mozilla:firefox:4.0:beta9:*:*:*:*:

cpe:2.3:a:mozilla:firefox:4.0.1:%: "

cpe:2.3:a:mozilla:firefox:5.0:*:*: "

cpe:2.3:a:mozilla:firefox:5.0.1:*:* "

cpe:2.3:a:mozilla:firefox:6.0:*:*: "

cpe:2.3:a:mozilla:firefox:6.0.1:*:**:***:*:

rneD Rarmanzillasfirafay: R N DXk kokokakok,



o e S S e+ e e e
cpe:2.3:a:mozilla:firefox:7.0:*:*:**
cpe:2.3:a:mozilla:firefox:7.0.1: ™
cpe:2.3:a:mozilla:firefox:8.0:*:***:**:*:
cpe:2.3:a:mozilla:firefox:8.0. 1 :*:
cpe:2.3:a:mozilla:firefox:9.0:*:***:**:*:
cpe:2.3:a:mozilla:firefox:9.0.1: ™
cpe:2.3:a:mozilla:firefox:*:*:***:**:*:
cpe:2.3:a:mozilla:firefox_esr:10.0:*:*:* "%
cpe:2.3:a:mozilla:firefox_esr:10.0.1:* %

dkak koK akakok,

cpe:2.3:a:mozilla:firefox_esr:10.0.2:*:*:***:*:*:
cpe:2.3:a:mozilla:firefox_esr:10.0.3:*:*:***:*:*:
cpe:2.3:a:mozilla:firefox_esr:10.0.4:*:*:***:**:
cpe:2.3:a:mozilla:firefox_esr:10.0.5: % :*:*:
cpe:2.3:a:mozilla:firefox_esr:10.0.6:*:*:*:*:*:*:™:
cpe:2.3:a:mozilla:firefox_esr:10.0:%:":*:* "™

cpe:2.3:a:mozilla:firefox_esr:10.0.1:* % %
cpe:2.3:a:mozilla:firefox_esr:10.0.2:*:*:*:*:*:
cpe:2.3:a:mozilla:firefox_esr:10.0.3:*:*:* """
cpe:2.3:a:mozilla:firefox_esr:10.0.4:*:*:*:*
cpe:2.3:a:mozilla:firefox_esr:10.0.5:*:*: "
cpe:2.3:a:mozilla:firefox_esr:10.0.6:*:*:*:*:*:*:*:
cpe:2.3:a:mozilla:zseamonkey:2.0:*:* % :*:*:

akakkokakuk.

cpe:2.3:a:mozilla:seamonkey:2.0:alpha_1:*:*:*:*:*:*:

akakkakakuk.

cpe:2.3:a:mozilla:seamonkey:2.0:alpha_2:*:*:*:*:*:*:

dkkakakakuk.

cpe:2.3:a:mozilla:seamonkey:2.0:beta_1:*:*:*:*:*:*:

dkkakkkuk.

cpe:2.3:a:mozilla:seamonkey:2.0:beta_2:*:*:*:*:*:*:



KKk oKk k.

cpe:2.3:a:mozilla:seamonkey:2.0:rc2:*:*:*:*:*::

cpe:2.3:a:mozilla:seamonkey:2.0.1 "

Sk Lk k Lk kakak.

cpe:2.3:a:mozilla:seamonkey:2.0.10:*: ™

Sk Lk kk ok akak.

cpe:2.3:a:mozilla:seamonkey:2.0.11

Skk ok ak ok akak.

cpe:2.3:a:mozilla:seamonkey:2.0.12:*:*

Sk Lk ak kR akak.

cpe:2.3:a:mozilla:seamonkey:2.0.13:

Sk ok ak kR akak.

cpe:2.3:a:mozilla:seamonkey:2.0.14:

cpe:2.3:a:mozilla:seamonkey:2.0.2:*:*:* "

cpe:2.3:a:mozilla:seamonkey:2.0.3:*: "

cpe:2.3:a:mozilla:seamonkey:2.0.4:** "

cpe:2.3:a:mozilla:seamonkey:2.0.5:*: " *:

cpe:2.3:a:mozilla:seamonkey:2.0.6:*:* " "

cpe:2.3:a:mozilla:seamonkey:2.0.7:*:* " "

cpe:2.3:a:mozilla:seamonkey:2.0.8: %" " *:

cpe:2.3:a:mozilla:seamonkey:2.0.9:*: " "

cpe:2.3:a:mozilla:seamonkey:2.1:* """

akLk kKK k.

cpe:2.3:a:mozilla:zseamonkey:2.1:rc2:*:*:*:*:*:*:

Ak kKK kLK Lk,

cpe:2.3:a:mozilla:seamonkey:2.10:*:*: "

dkkak ok akakk,

cpe:2.3:a:mozilla:seamonkey:2.2:*:*:***:*:*:

kKK KLk k.

cpe:2.3:a:mozilla:seamonkey:2.2:betal :*:*:*:*:*:*:

kLK Lk akLkk.

cpe:2.3:a:mozilla:seamonkey:2.2:beta2:*:*:*:*:*:*:



Kk ak kR k.

cpe:2.3:a:mozilla:seamonkey:2.3:beta2:*:*:*:*:*:*:

KKk kR k.

cpe:2.3:a:mozilla:seamonkey:2.3:beta3:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.3.1: 0"

cpe:2.3:a:mozilla:seamonkey:2.3.2:*: "

cpe:2.3:a:mozilla:seamonkey:2.3.3:* 0"

ak kR kR Rk,

cpe:2.3:a:mozilla:seamonkey:2.4:*:***

KKk akak k.

cpe:2.3:a:mozilla:seamonkey:2.4:beta2:*:*:*:*:*:*:

KKk akak k.

cpe:2.3:a:mozilla:seamonkey:2.4:beta3:*:*:*:**:*:

cpe:2.3:a:mozilla:seamonkey:2.4.1 "

cpe:2.3:a:mozilla:seamonkey:2.5:*:** " "

akLk kK ukk.

cpe:2.3:a:mozilla:seamonkey:2.6:beta3:*:*:*:*:*:*:

akLk Kk uk k.

cpe:2.3:a:mozilla:seamonkey:2.6:betad:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.6.1 %% "

cpe:2.3:a:mozilla:seamonkey:2.7:*:* % "

akLkuk oKLk k.

cpe:2.3:a:mozilla:seamonkey:2.7:betal :*:*:*:*:*:*:

kKK kLR k.

cpe:2.3:a:mozilla:seamonkey:2.7:beta2:*:*:*:*:*:*:

kLK Lk akLkuk.

cpe:2.3:a:mozilla:seamonkey:2.7:beta3:*:*:*:*:*:*:

KRk akakuk.

cpe:2.3:a:mozilla:seamonkey:2.7:betad *:*:*:*:*:*:



KKk kR k.

cpe:2.3:a:mozilla:seamonkey:2.7:beta5:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.7. 1

cpe:2.3:a:mozilla:seamonkey:2.7.2:*

ARk LRk Rk k.

cpe:2.3:a:mozilla:seamonkey:2.8:*:*:**:

SKakuk kR k.

cpe:2.3:a:mozilla:seamonkey:2.8:betal:*:*:*:*:*:*:

KKk kR k.

cpe:2.3:a:mozilla:seamonkey:2.8:beta2:*:*:*:*:*:*:

KKk kR k.

cpe:2.3:a:mozilla:seamonkey:2.8:betad:*:*:*:*:*:*:

Kk kKR k.

cpe:2.3:a:mozilla:seamonkey:2.8:betab:*:*:*:*:*:*:

Kk kKR k.

cpe:2.3:a:mozilla:seamonkey:2.8:beta6:*:*:*:*:*:*:

ak kR ok ak Rk,

cpe:2.3:a:mozilla:seamonkey:2.9:*:* " "

KKk akak k.

cpe:2.3:a:mozilla:seamonkey:2.9:betal:*:*:*:**:*:

akLk kKK k.

cpe:2.3:a:mozilla:seamonkey:2.0:rc2:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.0.1 %% "

Skkakakkakak.

cpe:2.3:a:mozilla:seamonkey:2.0.1 1" ™

Skkakukkakak.

cpe:2.3:a:mozilla:seamonkey:2.0.12:*:**:* "

Skk ok uk ok akak.

cpe:2.3:a:mozilla:seamonkey:2.0.13:*:* ™



cpe:2.3:a:mozilla:seamonkey:2.0.2:* "

cpe:2.3:a:mozilla:seamonkey:2.0.3:*: "

cpe:2.3:a:mozilla:seamonkey:2.0.4:* "

cpe:2.3:a:mozilla:seamonkey:2.0.5:* "

cpe:2.3:a:mozilla:seamonkey:2.0.6:*:*:*: " *:

cpe:2.3:a:mozilla:seamonkey:2.0.7:*:* "

cpe:2.3:a:mozilla:seamonkey:2.0.8:*:*:**:**:*:

cpe:2.3:a:mozilla:seamonkey:2.0.9:*:*****:*:

cpe:2.3:a:mozilla:seamonkey:2.1:*:* "

cpe:2.3:a:mozilla:seamonkey:2.1:alphat:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.1:alpha2:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.3:*:*: " *:

cpe:2.3:a:mozilla:seamonkey:2.3:betal :*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.3:beta2:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.3.1 %% "

cpe:2.3:a:mozilla:seamonkey:2.3.2:%:*: "

cpe:2.3:a:mozilla:seamonkey:2.3.3:*: "



KLk ak kLR k.

cpe:2.3:a:mozilla:seamonkey:2.4:beta2:*:*:*:*:*:*:

KLk uk kR k.

cpe:2.3:a:mozilla:seamonkey:2.4:beta3:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.4.1:* e

cpe:2.3:a:mozilla:seamonkey:2.5:* " "

Kk uk kR k.

cpe:2.3:a:mozilla:seamonkey:2.5:betal:*:*:*:*:*:*:

Kk kKR k.

cpe:2.3:a:mozilla:seamonkey:2.5:beta2:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.6.1:* %" "

cpe:2.3:a:mozilla:seamonkey:2.7:*:* "

akLk LKk uk k.

cpe:2.3:a:mozilla:seamonkey:2.7:betad:*:*:*:*:*:*:

akak kK ak k.

cpe:2.3:a:mozilla:seamonkey:2.7:betab:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.7.1 % "

cpe:2.3:a:mozilla:seamonkey:2.7.2:* % "

dkLkuk ok akakk.

cpe:2.3:a:mozilla:seamonkey:2.8:*:*:*: " *:*:

kKK kKK,

cpe:2.3:a:mozilla:seamonkey:2.8:beta2:*:*:*:*:*:*:

KKk akakuk.

cpe:2.3:a:mozilla:seamonkey:2.8:beta3:*:*:*:*:*:*:



KKk oKLk k.

cpe:2.3:a:mozilla:seamonkey:2.8:beta5:*:*:*:*:*:*:
cpe:2.3:a:mozilla:seamonkey:2.8:beta6:*:*:*:*:*:*:
cpe:2.3:a:mozilla:seamonkey:2.9:*:

Kk uk oKk k.

cpe:2.3:a:mozilla:seamonkey:2.9:betal:*:*:**:*:*:

Kk koK kK.

cpe:2.3:a:mozilla:seamonkey:2.9:beta3:*:*:*:*:*:*:
cpe:2.3:a:mozilla:seamonkey:*:*:** "%
cpe:2.3:a:mozilla:thunderbird:1.0:* %
cpe:2.3:a:mozilla:thunderbird:1.0.1 % "%
cpe:2.3:a:mozilla:ithunderbird:1.0.2:% "% *:
cpe:2.3:a:mozilla:thunderbird:1.0.3:*:* " ":*:

cpe:2.3:a:mozilla:ithunderbird:1.0.4: > ":*:

cpe:2.3:a:mozilla:ithunderbird:1.0.5:%:* """

cpe:2.3:a:mozilla:thunderbird:1.0.6:*:*:*:*:*:":*:

cpe:2.3:a:mozilla:ithunderbird:1.0.7:%:*:***:":*:

cpe:2.3:a:mozilla:thunderbird:1.0.8:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:ithunderbird:1.5:%:": "%

cpe:2.3:a:mozilla:ithunderbird:1.5.0.2:%:*: %

cpe:2.3:a:mozilla:ithunderbird:1.5.0.3:*: "

coe:2.3:a:mozilla:thunderbird:1.5.0.4 % ** %%



cpe:2.3:a:mozilla:ithunderbird:1.5.0.5:%: %%

cpe:2.3:a:mozilla:ithunderbird:1.5.0.6:%:*:*:***::

cpe:2.3:a:mozilla:thunderbird:1.5.0.7:*:

cpe:2.3:a:mozilla:thunderbird:1.5.0.8:*:

cpe:2.3:a:mozilla:thunderbird:1.5.0.9:* "

cpe:2.3:a:mozilla:thunderbird:1.5.1 % "

cpe:2.3:a:mozilla:thunderbird:1.5.2:% "%

cpe:2.3:a:mozilla:ithunderbird:1.7.1 %

cpe:2.3:a:mozilla:thunderbird:1.7.3:* "% *:

cpe:2.3:a:mozilla:ithunderbird:10.0:*:*:* "

sk Kk kR akak.

cpe:2.3:a:mozilla:ithunderbird:10.0.1 %%

cpe:2.3:a:mozilla:ithunderbird:10.0.2:*:* "%

cpe:2.3:a:mozilla:ithunderbird:10.0.3:*:* "%

cpe:2.3:a:mozilla:ithunderbird:10.0.4:*:* "%

cpe:2.3:a:mozilla:ithunderbird:11.0:":*:*: "™

cpe:2.3:a:mozilla:ithunderbird:12.0:*:*:*: "

cpe:2.3:a:mozilla:thunderbird:13.0:%:*:*: "

cpe:2.3:a:mozilla:thunderbird:2.0:*:*: """

cpe:2.3:a:mozilla:ithunderbird:2.0.0.0:*:*:":*:*

cpe:2.3:a:mozilla:ithunderbird:2.0.0.1:*:%: %



cpe:2.3:a:mozilla:thunderbird:2.0.0.3:*:* " *:*:

cpe:2.3:a:mozilla:thunderbird:2.0.0.4:*:* "

cpe:2.3:a:mozilla:thunderbird:2.0.0.5:*:**:*:**:*:

cpe:2.3:a:mozilla:thunderbird:2.0.0.6:*:*:*:*:**:*:

cpe:2.3:a:mozilla:thunderbird:2.0.0.7:*:*****:*:

cpe:2.3:a:mozilla:ithunderbird:2.0.0.8:*: """

cpe:2.3:a:mozilla:ithunderbird:2.0.0.9:*:*:*: "

cpe:2.3:a:mozilla:ithunderbird:3.0:*: " %

cpe:2.3:a:mozilla:thunderbird:3.0.1: % " ":*:

cpe:2.3:a:mozilla:ithunderbird:3.0.2:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:3.0.3:*:*:* " *:*:

cpe:2.3:a:mozilla:thunderbird:3.0.4::*: " ":*:

cpe:2.3:a:mozilla:thunderbird:3.0.5:*:*:* " *:*:

cpe:2.3:a:mozilla:ithunderbird:3.0.6::*:**:*:*:*:

cpe:2.3:a:mozilla:thunderbird:3.0.7:%:*:***:":*:

cpe:2.3:a:mozilla:thunderbird:3.0.8:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:3.0.9:*:*:***:*:*:

akLk koK Lk kK,

cpe:2.3:a:mozilla:ithunderbird:3.1:%:* "

cpe:2.3:a:mozilla:ithunderbird:3.1.1:%:*: " *:

dkkakkakakak.

cpe:2.3:a:mozilla:ithunderbird:3.1.10:*:*:*: "
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Sk Rk kR akak.

cpe:2.3:a:mozilla:ithunderbird:3.1.12:*:* %

Sk Lk k kR akak.

cpe:2.3:a:mozilla:ithunderbird:3.1.13:*:*:*:*

Lk Lk k kR akak.

cpe:2.3:a:mozilla:thunderbird:3.1.14:*

dk Lk k kR akak.

cpe:2.3:a:mozilla:thunderbird:3.1.15:*

dkk kR ok akak.

cpe:2.3:a:mozilla:thunderbird:3.1.16:*:
cpe:2.3:a:mozilla:thunderbird:3.1.17:*
cpe:2.3:a:mozilla:thunderbird:3.1.2:* "%
cpe:2.3:a:mozilla:thunderbird:3.1.3:* "% *:
cpe:2.3:a:mozilla:ithunderbird:3.1.4:* "%
cpe:2.3:a:mozilla:ithunderbird:3.1.5:* "% *:
cpe:2.3:a:mozilla:ithunderbird:3.1.6:*:* " *:*:
cpe:2.3:a:mozilla:ithunderbird:3.1.7:% "%
cpe:2.3:a:mozilla:thunderbird:3.1.8:*:* " *:*:
cpe:2.3:a:mozilla:ithunderbird:3.1.9:*:* %" *:
cpe:2.3:a:mozilla:ithunderbird:5.0:*:":*:*:*:*::

cpe:2.3:a:mozilla:ithunderbird:6.0:*:":*:*:*:*::

cpe:2.3:a:mozilla:thunderbird:6.0.1:*:*: """
cpe:2.3:a:mozilla:thunderbird:6.0.2:*:*:*:*:*:*:*:
cpe:2.3:a:mozilla:ithunderbird:7.0:*:": " %

cpe:2.3:a:mozilla:ithunderbird:7.0.1:*:*:* %"
cpe:2.3:a:mozilla:ithunderbird:8.0:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:ithunderbird:9.0:*:*:*:**:*::

cpe:2.3:a:mozilla:ithunderbird:9.0.1:*:*:***:*:*:
cpe:2.3:a:mozilla:ithunderbird:1.0:*:*

cpe:2.3:a:mozilla:ithunderbird:1.0.1:*:*: "
cpe:2.3:a:mozilla:ithunderbird:1.0.2:*:*:***:*:*:

cpe:2.3:a:mozilla:ithunderbird:1.0.3:*:*:***:*:*:

cpe:2.3:a:mozilla:ithunderbird:1.0.4:"* " ™



cpe:2.3:a:mozilla:ithunderbird:1.0.5:*:*:***:*:*:
cpe:2.3:a:mozilla:ithunderbird:1.0.5:beta:*:*:*:*:*:*:
cpe:2.3:a:mozilla:thunderbird:1.0.6:*:*:* " :™:
cpe:2.3:a:mozilla:thunderbird:1.0.7:* "
cpe:2.3:a:mozilla:thunderbird:1.0.8:*:* " :*:

Akak kKK kK,

cpe:2.3:a:mozilla:ithunderbird:1.5:* %

cpe:2.3:a:mozilla:thunderbird:1.5:beta2:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:1.5.0.1 %"

cpe:2.3:a:mozilla:ithunderbird:1.5.0.2:%:%:%:*

cpe:2.3:a:mozilla:ithunderbird:1.5.0.3:*:":%:*

cpe:2.3:a:mozilla:ithunderbird:1.5.0.4:%:*: "

cpe:2.3:a:mozilla:ithunderbird:1.5.0.5:%:%: %"

cpe:2.3:a:mozilla:ithunderbird:1.5.0.6:%:*:":*

cpe:2.3:a:mozilla:ithunderbird:1.5.0. 7%

cpe:2.3:a:mozilla:ithunderbird:1.5.0.8:*:*:*:*:**::

cpe:2.3:a:mozilla:ithunderbird:1.5.0.9:%:*:" "

cpe:2.3:a:mozilla:ithunderbird:1.5.1: % "

cpe:2.3:a:mozilla:ithunderbird:1.5.2:*:*:***:*:*:

cpe:2.3:a:mozilla:ithunderbird:1.7. 1% %"

cpe:2.3:a:mozilla:ithunderbird:1.7.3:%:* "

cpe:2.3:a:mozilla:ithunderbird:10.0:*:*:*: "™

cpe:2.3:a:mozilla:ithunderbird:10.0.1 %% %

cpe:2.3:a:mozilla:ithunderbird:10.0.2:%:*:*:



cpe:2.3:a:mozilla:ithunderbird:10.0.3:*:*:*:
cpe:2.3:a:mozilla:ithunderbird:10.0.4:*:*:*:*
cpe:2.3:a:mozilla:ithunderbird:11.0:*
cpe:2.3:a:mozilla:ithunderbird:12.0:*::
cpe:2.3:a:mozilla:thunderbird:13.0:
cpe:2.3:a:mozilla:thunderbird:2.0:*:*: "

cpe:2.3:a:mozilla:thunderbird:2.0.0.0:*:* "

cpe:2.3:a:mozilla:thunderbird:2.0.0.1 %%

cpe:2.3:a:mozilla:ithunderbird:2.0.0.3:*:*: "

cpe:2.3:a:mozilla:ithunderbird:2.0.0.4:*:*:*:*

cpe:2.3:a:mozilla:ithunderbird:2.0.0.5:%:*:*:*

cpe:2.3:a:mozilla:ithunderbird:2.0.0.6:*:*:*:*:**::

cpe:2.3:a:mozilla:ithunderbird:2.0.0. 7%

cpe:2.3:a:mozilla:ithunderbird:2.0.0.8:*:*:*:*:**::

cpe:2.3:a:mozilla:ithunderbird:2.0.0.9:*: "



cpe:2.3:a:mozilla:ithunderbird:3.0:*:*:****:*:

cpe:2.3:a:mozilla:thunderbird:3.0.1:*:*:***:*:*:

SRk kk Lk akak.

cpe:2.3:a:mozilla:thunderbird:3.0.11

cpe:2.3:a:mozilla:thunderbird:3.0.2:* "

cpe:2.3:a:mozilla:thunderbird:3.0.3:*:*****:*:

cpe:2.3:a:mozilla:thunderbird:3.0.4 "%

cpe:2.3:a:mozilla:thunderbird:3.0.5:* "% *:

cpe:2.3:a:mozilla:thunderbird:3.0.6:*:*:*:***:*:

cpe:2.3:a:mozilla:thunderbird:3.0.7:* "% *:

cpe:2.3:a:mozilla:thunderbird:3.0.8:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:3.0.9:*:* " *:*:

cpe:2.3:a:mozilla:ithunderbird:3.1:%:" "%

cpe:2.3:a:mozilla:ithunderbird:3.1.1: % %" *:

cpe:2.3:a:mozilla:ithunderbird:3.1.10: "%

cpe:2.3:a:mozilla:ithunderbird:3.1.11 %"

cpe:2.3:a:mozilla:ithunderbird:3.1.12:*:* "%

cpe:2.3:a:mozilla:ithunderbird:3.1.13:*:*:":*

cpe:2.3:a:mozilla:ithunderbird:3.1.14:*** %

cpe:2.3:a:mozilla:ithunderbird:3.1.15:*:* "%

cpe:2.3:a:mozilla:ithunderbird:3.1.16:*:*:*:*

dkukakakakakak.

cpe:2.3:a:mozilla:ithunderbird:3.1.17:** "

cpe:2.3:a:mozilla:thunderbird:3.1.2:%:*:***:*:*:

cpe:2.3:a:mozilla:ithunderbird:3.1.3:*:*:***:*:*:

cpe:2.3:a:mozilla:ithunderbird:3.1.4:*:****:*:*:

cpe:2.3:a:mozilla:ithunderbird:3.1.5:%:* 7 :*:*:

cpe:2.3:a:mozilla:thunderbird:3.1.6:*:*:***:*:*:

cpe:2.3:a:mozilla:ithunderbird:3.1.7:%:****:*:*:



cpe:2.3:a:mozilla:ithunderbird:3.1.8:*:****:*:*:
cpe:2.3:a:mozilla:thunderbird:3.1.9:*****:*:*:
cpe:2.3:a:mozilla:thunderbird:5.0:*:*:* "
cpe:2.3:a:mozilla:thunderbird:6.0:*:*:***:*:*:
cpe:2.3:a:mozilla:thunderbird:6.0.1 " "
cpe:2.3:a:mozilla:thunderbird:6.0.2:*:*:*:***:*:
cpe:2.3:a:mozilla:thunderbird:7.0:* %
cpe:2.3:a:mozilla:thunderbird:7.0.1 % "
cpe:2.3:a:mozilla:thunderbird:8.0:*:*:**:*:*:*:
cpe:2.3:a:mozilla:ithunderbird:9.0:*:*:***:*:*:
cpe:2.3:a:mozilla:thunderbird:9.0.1 % "% *:

dkak kR ok akakak,

cpe:2.3:a:mozilla:ithunderbird:*:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird_esr:10.0:*:*:*: "

cpe:2.3:a:mozilla:thunderbird_esr:10.0.1:*:%:" %

cpe:2.3:a:mozilla:ithunderbird_esr:10.0.2:*:*:*:*

cpe:2.3:a:mozilla:ithunderbird_esr:10.0.3:*:*:":*:

cpe:2.3:a:mozilla:thunderbird_esr:10.0.4:*:*:" "

cpe:2.3:a:mozilla:ithunderbird_esr:10.0.5:*:%:*: %

cpe:2.3:a:mozilla:ithunderbird_esr:10.0.6:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird_esr:10.0:*:*:*:*: "

cpe:2.3:a:mozilla:ithunderbird_esr:10.0.1:*:*:* %

dkkakkakakak.

cpe:2.3:a:mozilla:ithunderbird_esr:10.0.2:%:*:* "
cpe:2.3:a:mozilla:thunderbird_esr:10.0.3:*:*:*:*:*:
cpe:2.3:a:mozilla:ithunderbird_esr:10.0.4:*:*:* "

cpe:2.3:a:mozilla:ithunderbird_esr:10.0.5:%:*:* %

cpe:2.3:a:mozilla:ithunderbird_esr:10.0.6:*:*:*:*:*:*::

No vendor comments have been submitted for this CVE
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