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CVE CVE-2012-3967
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2012-08-29 10:56:00 UTC
Updated 2020-08-14 17:21:00 UTC

Description The WebGL implementation in Mozilla Firefox before 15.0, Firefox ESR 10.x before 10.0.7, Thunderbird before 15.0, Thunc
i)

/ ]

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 10.04 All All All
Operating System Canonical Ubuntu Linux 11.04 All All All
Operating System Canonical Ubuntu Linux 11.10 All All All
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 10.04 All All All
Operating System Canonical Ubuntu Linux 11.04 All All All
Operating System Canonical Ubuntu Linux 11.10 All All All
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Linux Linux Kernel All All All All
Operating System Linux Linux Kernel All All All All
Application Mozilla Firefox All All All All
Application Mozilla Firefox All All All All
Application Mozilla Firefox Esr All All All All
Application Mozilla Firefox Esr All All All All
Application Mozilla Seamonkey All All All All
Application Mozilla Seamonkey All All All All
Application Mozilla Thunderbird All All All All
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Heterence

[security-announce] SUSE-SU-2012:1157-1: important: Security update for
www.xerox.com/download/security/security-bulletin/16287-4d6b7b0c81f7b/cert_...
[security-announce] openSUSE-SU-2012:1065-1: critical: MozillaFirefox: U

MFSA 2012-62: WebGL use-after-free and memory corruption

USN-1548-1: Firefox vulnerabilities | Ubuntu

Red Hat Customer Portal

Mozilla Firefox/Thunderbird/SeaMonkey CVE-2012-3967 Memory Corruption Vulnerability
USN-1548-2: Firefox regression | Ubuntu

Red Hat Customer Portal

777028 — (CVE-2012-3967) stack scribbling with 4-byte values choosable among a few values, when using more than 16 sampler uniforms, ol
[security-announce] SUSE-SU-2012:1167-1: important: Security update for
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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