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CVE-2012-3970

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback

2012-08-29 10:56:00 UTC

2017-09-19 01:35:00 UTC

Use-after-free vulnerability in the nsTArray_base::Length function in Mozilla Firefox before 15.0, Firefox ESR 10.x before 1(

Risk And Classification
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Problem Types: CWE-399
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Application Mozilla Thunderbird 3.1.6 All All All

Application Mozilla Thunderbird 3.1.7 All All All

Application Mozilla Thunderbird 3.1.8 All All All

Application Mozilla Thunderbird 3.1.9 All All All

Application Mozilla Thunderbird 5.0 All All All

Application Mozilla Thunderbird 6.0 All All All

Application Mozilla Thunderbird 6.0.1 All All All

Application Mozilla Thunderbird 6.0.2 All All All

Application Mozilla Thunderbird 7.0 All All All

Application Mozilla Thunderbird 7.0.1 All All All

Application Mozilla Thunderbird 8.0 All All All

Application Mozilla Thunderbird 9.0 All All All

Application Mozilla Thunderbird 9.0.1 All All All

Application Mozilla Thunderbird All All All All

Application Mozilla Thunderbird Esr 10.0 All All All

Application Mozilla Thunderbird Esr 10.0.1 All All All

Application Mozilla Thunderbird Esr 10.0.2 All All All

Application Mozilla Thunderbird Esr 10.0.3 All All All

Application Mozilla Thunderbird Esr 10.0.4 All All All

Application Mozilla Thunderbird Esr 10.0.5 All All All

Application Mozilla Thunderbird Esr 10.0.6 All All All

Application Mozilla Thunderbird Esr 10.0 All All All

Application Mozilla Thunderbird Esr 10.0.1 All All All

Application Mozilla Thunderbird Esr 10.0.2 All All All

Application Mozilla Thunderbird Esr 10.0.3 All All All

Application Mozilla Thunderbird Esr 10.0.4 All All All

Application Mozilla Thunderbird Esr 10.0.5 All All All

Application Mozilla Thunderbird Esr 10.0.6 All All All

Reference Source Link
[security-announce] SUSE-SU-2012:1157-1: important: Security update for SUSE lists.opensuse.org
Repository / Oval Repository OVAL oval.cisecurity.org
www.xerox.com/download/security/security-bulletin/16287-4d6b7b0c81f7b/cert_... CONFIRM  www.xerox.com
760996 — (CVE-2012-3970) Heap-use-after-free in nsTArray_base<nsTArrayDefaultAllocator>::Length() CONFIRM  bugzilla.mozilla.org
[security-announce] openSUSE-SU-2012:1065-1: critical: MozillaFirefox: U SUSE lists.opensuse.org
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http://lists.opensuse.org/opensuse-security-announce/2012-09/msg00011.html
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A16876
http://www.xerox.com/download/security/security-bulletin/16287-4d6b7b0c81f7b/cert_XRX13-003_v1.0.pdf
https://bugzilla.mozilla.org/show_bug.cgi?id=760996
http://lists.opensuse.org/opensuse-security-announce/2012-08/msg00028.html

Mozilla Firefox/Thunderbird/SeaMonkey CVE-2012-3970 Use-After-Free Memory CorruptionVulnerability BID www.securityfocus.cc
USN-1548-1: Firefox vulnerabilities | Ubuntu UBUNTU  www.ubuntu.com
Red Hat Customer Portal REDHAT  rhn.redhat.com
USN-1548-2: Firefox regression | Ubuntu UBUNTU  www.ubuntu.com
Red Hat Customer Portal REDHAT  rhn.redhat.com
[security-announce] SUSE-SU-2012:1167-1: important: Security update for SUSE lists.opensuse.org
MFSA 2012-63: SVG buffer overflow and use-after-free issues CONFIRM  www.mozilla.org
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov

4] | |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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