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CVE-2012-3974

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2012-08-29 10:56:00 UTC

2017-09-19 01:35:00 UTC

Untrusted search path vulnerability in the installer in Mozilla Firefox before 15.0, Firefox ESR 10.x before 10.0.7, Thunderbi

| 1|

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
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Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
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Application

Application

Vendor Product Version Update Edition Language
Microsoft Windows All All All All
Microsoft Windows All All All All
Mozilla Firefox 1.0 All All All
Mozilla Firefox 1.0 preview_release All All
Mozilla Firefox 1.0.1 All All All
Mozilla Firefox 1.0.2 All All All
Mozilla Firefox 1.0.3 All All All
Mozilla Firefox 1.0.4 All All All
Mozilla Firefox 1.0.5 All All All
Mozilla Firefox 1.0.6 All All All
Mozilla Firefox 1.0.7 All All All
Mozilla Firefox 1.0.8 All All All
Mozilla Firefox 1.41 All All All
Mozilla Firefox 1.5 All All All
Mozilla Firefox 1.5 betal All All
Mozilla Firefox 1.5 beta2 All All
Mozilla Firefox 1.5.0.1 All All All
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Application Mozilla Thunderbird 8.0 All All All

Application Mozilla Thunderbird 9.0 All All All

Application Mozilla Thunderbird 9.0.1 All All All

Application Mozilla Thunderbird All All All All

Application Mozilla Thunderbird Esr 10.0 All All All

Application Mozilla Thunderbird Esr 10.0.1 All All All

Application Mozilla Thunderbird Esr 10.0.2 All All All

Application Mozilla Thunderbird Esr 10.0.3 All All All

Application Mozilla Thunderbird Esr 10.0.4 All All All

Application Mozilla Thunderbird Esr 10.0.5 All All All

Application Mozilla Thunderbird Esr 10.0.6 All All All

Application Mozilla Thunderbird Esr 10.0 All All All

Application Mozilla Thunderbird Esr 10.0.1 All All All

Application Mozilla Thunderbird Esr 10.0.2 All All All

Application Mozilla Thunderbird Esr 10.0.3 All All All

Application Mozilla Thunderbird Esr 10.0.4 All All All

Application Mozilla Thunderbird Esr 10.0.5 All All All

Application Mozilla Thunderbird Esr 10.0.6 All All All

Reference Source Link Tags
[security-announce] SUSE-SU-2012:1157-1: important: Security update for SUSE lists.opensuse.org
www.xerox.com/download/security/security-bulletin/16287-4d6b7b0c81f7b/cert_... CONFIRM www.xerox.com

Mozilla Firefox/Thunderbird CVE-2012-3974 Local Code Execution Vulnerability BID www.securityfocus.com

MFSA 2012-67: Installer will launch incorrect executable following new installation CONFIRM  www.mozilla.org Vendor Advisory
770478 — (CVE-2012-3974) Installer runs untrusted program CONFIRM  bugzilla.mozilla.org

Repository / Oval Repository OVAL oval.cisecurity.org

[security-announce] SUSE-SU-2012:1167-1: important: Security update for SUSE lists.opensuse.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysi
(| =i

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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http://www.xerox.com/download/security/security-bulletin/16287-4d6b7b0c81f7b/cert_XRX13-003_v1.0.pdf
http://www.securityfocus.com/bid/55312
http://www.mozilla.org/security/announce/2012/mfsa2012-67.html
https://bugzilla.mozilla.org/show_bug.cgi?id=770478
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A16692
http://lists.opensuse.org/opensuse-security-announce/2012-09/msg00014.html
https://www.cve.org/CVERecord?id=CVE-2012-3974
https://nvd.nist.gov/vuln/detail/CVE-2012-3974
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