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CVE-2012-3996

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACLAUNCPINAN Certain versions of Tikiwiki Cms/groupware from Tiki contain the
following vulnerability:

TikiWiki CMS/Groupware 8.3 and earlier allows remote attackers to
obtain the installation path via a direct request to (1)
admin/include_calendar.php, (2) tiki-rss_error.php, or (3) tiki-
watershed_service.php.

CVE-2012-3996 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: ~5-MEDIUM

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link
Tiki Wiki CMS Groupware Updates Tiki 6.7 LTS | Tiki Wiki [ & MISC info.tiki.org/article 190-Tiki-Wiki-CMS-
CMS Groupware - Software made the wiki way. Groupware-Updates-Tiki-6-7-LTS
Tiki Wiki CMS Groupware <= 8.3 "unserialize()" PHP Code [T % EXPLOIT-DB 19573
Execution
[ Exploit | ® BUGTRAQ 20120704 [CVE-2012-0911] Tiki
Wiki CMS Groupware <= 8.3 "unserialize()" PHP
Code Execution
(7) OSVDB 83533


https://cve.report/
https://cve.report/CVE-2012-3996/mitre
https://cve.report/CVE-2012-3996/nist
https://cve.report/CVE-2012-3996/cve_org
https://cve.report/CVE-2012-3996.pdf
http://cve.report/software/tiki/tikiwiki_cms/groupware
http://cve.report/vendor/tiki
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://info.tiki.org/article190-Tiki-Wiki-CMS-Groupware-Updates-Tiki-6-7-LTS
http://www.exploit-db.com/exploits/19573
http://archives.neohapsis.com/archives/bugtraq/2012-07/0020.html
http://www.osvdb.org/83533

Tiki Wiki <= 8.3 unserialize() PHP Code Execution % EXPLOIT-DB 19630

www.exploit-db.com
Proof of Concept
text/html

Tiki Releases 8.4 | Tiki Wiki CMS Groupware - Software
made the wiki way. info.tiki.org
text/html

& MISC info.tiki.org/article191-Tiki-Releases-8-4

| Tiki Wiki CMS Groupware :: Development & MISC dev.tiki.org/item4109

dev.tiki.org
text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

| Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Tiki Tikiwiki Cms/groupware 2.2 All All All
Application Tiki Tikiwiki Cms/groupware 3.0 All All All
Application Tiki Tikiwiki Cms/groupware 3.1 All All All
Application Tiki Tikiwiki Cms/groupware 3.2 All All All
Application Tiki Tikiwiki Cms/groupware 3.3 All All All
Application Tiki Tikiwiki Cms/groupware 3.4 All All All
Application Tiki Tikiwiki Cms/groupware 35 All All All
Application Tiki Tikiwiki Cms/groupware 4 All All All
Application Tiki Tikiwiki Cms/groupware 4.0 All All All
Application Tiki Tikiwiki Cms/groupware 41 All All All
Application Tiki Tikiwiki Cms/groupware 4.2 All All All
Application Tiki Tikiwiki Cms/groupware 5.0 All All All
Application Tiki Tikiwiki Cms/groupware 5.1 All All All
Application Tiki Tikiwiki Cms/groupware 5.2 All All All
Application Tiki Tikiwiki Cms/groupware 5.3 All All All
Application Tiki Tikiwiki Cms/groupware 6.0 All All All
Application Tiki Tikiwiki Cms/groupware 6.1 All All All
Application Tiki Tikiwiki Cms/groupware 6.2 All All All
Application Tiki Tikiwiki Cms/groupware 7.0 All All All

Application Tiki Tikiwiki Cms/groupware 71 All All All
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Ak kKK kKK,

cpe:2.3:a:tiki:tikiwiki_cms/groupware:2.2:*:*:* "

cpe:2.3:a:tiki:tikiwiki_cms/groupware:3.0:":* "

Ak kKK kKK,

cpe:2.3:a:tiki:tikiwiki_cms/groupware:3.1:* "

Ak kKKK kLK,

cpe:2.3:a:tiki:tikiwiki_cms/groupware:3.2:* "

cpe:2.3:a:tiki:tikiwiki_cms/groupware:3.3:* "

Kk ok kKKK,

cpe:2.3:a:tiki:tikiwiki_cms/groupware:3.4:* e

cpe:2.3:a:tiki:tikiwiki_cms/groupware:3.5:

Kk kKK kK,

cpe:2.3:a:tiki:tikiwiki_cms/groupware:4:*:*:* " :*:

Kk ok kKKK,

cpe:2.3:a:tiki:tikiwiki_cms/groupware:4.0:*

cpe:2.3:a:tiki:tikiwiki_cms/groupware:4.1: e

Kk kKK kK,

cpe:2.3:a:tiki:tikiwiki_cms/groupware:4.2:*:*:**

cpe:2.3:a:tiki:tikiwiki_cms/groupware:5.0:* e

Kk ok kKKK,

cpe:2.3:a:tiki:tikiwiki_cms/groupware:5.1: e

cpe:2.3:a:tiki:tikiwiki_cms/groupware:5.2:*

cpe:2.3:a:tiki:tikiwiki_cms/groupware:5.3:" "

cpe:2.3:a:tiki:tikiwiki_cms/groupware:6.0:":*:* "%
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cpe:2.3:a:tiki:tikiwiki_cms/groupware:6.1:*:*: "%
cpe:2.3:a:tiki:tikiwiki_cms/groupware:6.2:*:*:* "%
cpe:2.3:a:tiki:tikiwiki_cms/groupware:7.0:":* "
cpe:2.3:a:tiki:tikiwiki_cms/groupware:7.1:" "
cpe:2.3:a:tiki:tikiwiki_cms/groupware:7.2:*:*:* "

cpe:2.3:a:tiki:tikiwiki_cms/groupware:8.0:":*: " "

Ak kKKK LKLk,

cpe:2.3:a:tiki:tikiwiki_cms/groupware:8.1:*:* "

ARk LKk kKKK,

cpe:2.3:a:tiki:tikiwiki_cms/groupware:*:*:*:**

AkLk kKK kK,

cpe:2.3:a:tiki:tikiwiki_cmsVgroupware:2.2:*:*:* %

cpe:2.3:a:tiki:tikiwiki_cmsVgroupware:3.0:*:*:* %

AkLk kKK LKLk,

cpe:2.3:a:tiki:tikiwiki_cmsVgroupware:3.1:%:*:*

ARk kKK LKk,

cpe:2.3:a:tiki:tikiwiki_cmsVgroupware:3.2:%:*:* %

cpe:2.3:a:tiki:tikiwiki_cmsVgroupware:3.3:*: """

AkLkakakkkk,

cpe:2.3:a:tiki:tikiwiki_cmsVgroupware:3.4:*: "

cpe:2.3:a:tiki:tikiwiki_cmsVgroupware:3.5:* "

Akakak kR Rk,

cpe:2.3:a:tiki:tikiwiki_cmsVgroupware:4: " "

kKKK akuk k.

cpe:2.3:a:tiki:tikiwiki_cmsVgroupware:4.0:*

cpe:2.3:a:tiki:tikiwiki_cmsVgroupware:4.1:*: "

KKk oKk kK,

cpe:2.3:a:tiki:tikiwiki_cms\Vgroupware:4.2:*:*:*:* "

cpe:2.3:a:tiki:tikiwiki_cmsVgroupware:5.0:*: "

cpe:2.3:a:tiki:tikiwiki_cmsVgroupware:5.1:*:* "

Kk koK kR ak,

cpe:2.3:a:tiki:tikiwiki_cms\Vgroupware:5.2:*:*:* " "
cpe:2.3:a:tiki:tikiwiki_cms\Vgroupware:5.3:*:** " "
cpe:2.3:a:tiki:tikiwiki_cms\Vgroupware:6.0:*:*:*:**:*:*:
cpe:2.3:a:tiki:tikiwiki_cmsVgroupware:6.1:*:*:*:**:*:*:
cpe:2.3:a:tiki:tikiwiki_cms\Vgroupware:6.2:*:*:*:*:*:*:*:
cpe:2.3:a:tiki:tikiwiki_cmsVgroupware:7.0:*:* "

cpe:2.3:a:tiki:tikiwiki_cmsVgroupware: 7.1 """

AnAaN Deadilidiliailsl  Aamaal lavaiiaiiavrasT7 Nokokokakakokak,



UpE.L.0.cd.UNLUNIWIN_Ulldvylvupwdie./ .. . . . . . ..

cpe:2.3:a:tiki:tikiwiki_cmsVgroupware:8.0:*: " :*:*:

cpe:2.3:a:tiki:tikiwiki_cmsVgroupware:8.1:*: """

cpe:2.3:a:tiki:tikiwiki_cmsVgroupware:2.2:*:*: """

cpe:2.3:a:tiki:tikiwiki_cmsVgroupware:3.0:*: """

cpe:2.3:a:tiki:tikiwiki_cmsVgroupware:3.1:*: """

cpe:2.3:a:tiki:tikiwiki_cmsVgroupware:3.2:%:*:* %

akLk kKKK k.

cpe:2.3:a:tiki:tikiwiki_cmsVgroupware:3.3:%:":* %

cpe:2.3:a:tiki:tikiwiki_cmsVgroupware:3.4:*:*:*

ARk kKK kLK,

cpe:2.3:a:tiki:tikiwiki_cmsVgroupware:3.5:%:*:* %

cpe:2.3:a:tiki:tikiwiki_cmsVgroupware:4:*:*:*:*:*:*:*:

cpe:2.3:a:tiki:tikiwiki_cmsVgroupware:4.0:*:*:*

AKLk kKKK ok,

cpe:2.3:a:tiki:tikiwiki_cmsVgroupware:4.1:*:*:* %

cpe:2.3:a:tiki:tikiwiki_cmsVgroupware:4.2:*: """

akakk ok kuk ok,

cpe:2.3:a:tiki:tikiwiki_cmsVgroupware:5.0:*:

cpe:2.3:a:tiki:tikiwiki_cmsVgroupware:5.1:*: "

ARk kKK kK,

cpe:2.3:a:tiki:tikiwiki_cmsVgroupware:5.2:*:*:* "

KKk oKLk kK,

cpe:2.3:a:tiki:tikiwiki_cmsVgroupware:5.3:*:*: "

cpe:2.3:a:tiki:tikiwiki_cms\Vgroupware:6.0:*:*:*:**:*:*:

Kk ak oKk kK,

cpe:2.3:a:tiki:tikiwiki_cms\Vgroupware:6.1:*:*:*:**:*:*:

cpe:2.3:a:tiki:tikiwiki_cms\Vgroupware:6.2:*:*:*:**:*:*:

cpe:2.3:a:tiki:tikiwiki_cms\Vgroupware:7.0:*:* "

Kk koK kR k.

cpe:2.3:a:tiki:tikiwiki_cms\Vgroupware:7.1:*:** "
cpe:2.3:a:tiki:tikiwiki_cms\Vgroupware:7.2:*:*:*:**:*:*:
cpe:2.3:a:tiki:tikiwiki_cms\Vgroupware:8.0:*:*:*:*:*:*:*:
cpe:2.3:a:tiki:tikiwiki_cms\Vgroupware:8.1:*:*:*:**:*:*:

LRk kR ok akakak,

cpe:2.3:a:tiki:tikiwiki_cmsVgroupware:*:*:*:* " *:

No vendor comments have been submitted for this CVE
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