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AVNACMAUNCPINAN Certain versions of Android from Google contain the following
’ vulnerability:

The GREE application before 1.4.0, GREE Tanken Dorirando
application before 1.0.7, GREE Tsurisuta application before 1.5.0,
GREE Monpura application before 1.1.1, GREE Kaizokuoukoku
Columbus application before 1.3.5, GREE haconiwa application before
1.1.0, GREE Seisen Cerberus application before 1.1.0, and
KDDI&GREE GREE Market application before 2.1.2 for Android do not properly implement
the WebView class, which allows remote attackers to obtain sensitive information via a crafted
application.

CVE-2012-4006 has been assigned by () vultures@jpcert.or.jp to track the vulnerability

CVSS2 Score: 4.3-MEDIUM

Access Access Authentication
Vector Complexity

NETWORK [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
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are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE
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