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CVE CVE-2012-4024
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-07-19 19:55:00 UTC
Updated 2020-01-10 19:07:00 UTC
Description Stack-based buffer overflow in the get_component function in unsquashfs.c in unsquashfs in Squashfs 4.2 and earlier allow
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Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Squashfs Project Squashfs All All All All

Reference Source Link
Support/Advisories/MGASA-2013-0001 - Mageia wiki CONFIRM  wiki.m.
squashfs - a compressed fs for Linux / Thread: [Squashfs-devel] Multiple vulnerabilities in squashfs!(CVE ID attached) MISC source
83898 OoSsvDB WWW.C
oss-security - CVE-2012-4024 and CVE-2012-4025: Squashfs overflows MLIST WWW.C
Malformed Request BID WWW.S
IBM X-Force Exchange XF exchai
SQUASHFS: Multiple vulnerabilities (GLSA 201612-40) — Gentoo security GENTOO securit
Support / Security / Advisories / / MDVSA-2013:128 | Mandriva MANDRIVA  www.n
CVE Program record CVE.ORG WWW.C
NVD vulnerability detail NVD nvd.nis
a S

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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