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CVE-2012-4143

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNIACMAUNC:PILPIAP Certain versions of Mac Os X from Apple contain the foIIowing
’ vulnerability:

Opera before 12.01 on Windows and UNIX, and before 11.66 and 12.x
before 12.01 on Mac OS X, allows user-assisted remote attackers to
trick users into downloading and executing arbitrary files via a small
window for the download dialog, a different vulnerability than CVE-
2012-1924.

CVE-2012-4143 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 6.8- MEDIUM

Access Access Authentication
Vector Complexity

[NONE
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

Opera 12.01 for Windows changelog Www.opera.com O CONFIRM
text/html www.opera.com/docs/changelogs/windows/1201/

Opera 12.01 for UNIX changelog Www.opera.com O CONFIRM
text/html www.opera.com/docs/changelogs/unix/1201/

Advisory: Small windows can be used in several ways to trick users HEEVCTETS o CONFIRM
into executing downloads - Opera Knowledge Base MRS E  www.opera.com/support/kb/view/1027/
text/html

Opera 12.01 for Mac changelog Www.opera.com O CONFIRM
text/html www.opera.com/docs/changelogs/mac/1201/

Opera 11.66 for Mac changelog .opera.com O CONFIRM
text/html www.opera.com/docs/changelogs/mac/1166/
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https://cve.report/
https://cve.report/CVE-2012-4143/mitre
https://cve.report/CVE-2012-4143/nist
https://cve.report/CVE-2012-4143/cve_org
https://cve.report/CVE-2012-4143.pdf
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.opera.com/docs/changelogs/windows/1201/
http://www.opera.com/docs/changelogs/unix/1201/
http://www.opera.com/support/kb/view/1027/
http://www.opera.com/docs/changelogs/mac/1201/
http://www.opera.com/docs/changelogs/mac/1166/

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Apple Mac Os X All All All All
System

Operating Apple Mac Os X All All All All
System

Operating Linux Linux Kernel All All All All
System

Operating Linux Linux Kernel All All All All
System

Operating Microsoft Windows All All All All
System

Operating Microsoft Windows All All All All
System

Application Opera Opera Browser 10.00 All All All
Application Opera Opera Browser 10.00 betal All All
Application Opera Opera Browser 10.00 beta2 All All
Application Opera Opera Browser 10.00 beta3 All All
Application Opera Opera Browser 10.01 All All All
Application Opera Opera Browser 10.10 All All All
Application Opera Opera Browser 10.10 betal All All
Application Opera Opera Browser 10.11 All All All
Application Opera Opera Browser 10.50 All All All
Application Opera Opera Browser 10.50 betal All All
Application Opera Opera Browser 10.50 beta2 All All
Application Opera Opera Browser 10.51 All All All
Application Opera Opera Browser 10.52 All All All
Application Opera Opera Browser 10.52 betal All All
Application Opera Opera Browser 10.52 beta2 All All
Application Opera Opera Browser 10.53 All All All
Application Opera Opera Browser 10.53 b All All

Application Opera Opera Browser 10.53 betal All All
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Ak kKK kKKK,

cpe:2.3:0:linux:linux_kernel:*:*:**:**:*:*:

LRk Lk kR LRk Lk,

cpe:2.3:0:microsoft:windows:*:*:*:*:**:*:*:

LRk LRk ok kKK,

cpe:2.3:0:microsoft:windows:*:*:*:*:**:*:*:

Kk koK koK.

cpe:2.3:a:opera:opera_browser:10.00:beta3:*:*:*:*:*:*:

ARk KoKk kK,

cpe:2.3:a:opera:opera_browser:10.01 % "

ARk kK k LKk,

cpe:2.3:a:opera:opera_browser:10.54: % " *:*:

ARk kKK kK,

cpe:2.3:a:opera:opera_browser:10.60:*:*:*:*:*:*:*:

akk kKKK,

cpe:2.3:a:opera:opera_browser:10.60:betat:*:*:*:*:*:*:

akLkuk kKKK,

cpe:2.3:a:opera:opera_browser:10.61:*:*: " %

akLkLk ok Lk LRk,

cpe:2.3:a:opera:opera_browser:10.63:*:*: "

Akakk kR LRk,

cpe:2.3:a:opera:opera_browser:11.00:*:*:*: %



akak kR ukak.

cpe:2.3:a:opera:opera_browser:11.00:beta:*:*:*:*:*:*:

akakak ok akuk ok,

cpe:2.3:a:opera:opera_browser:11.071 %% %

Akakak kR kK,

cpe:2.3:a:opera:opera_browser:11.10:*: "%

dkak kR akak.

cpe:2.3:a:opera:opera_browser:11.10:beta:*:*:*:*:*:*:

ARk kKR kK,

cpe:2.3:a:opera:opera_browser:11.50:*:*****::

dk kR kR k.

cpe:2.3:a:opera:opera_browser:11.50:beta:*:*:*:*:*:*:

Kk koK kR k.

cpe:2.3:a:opera:opera_browser:11.51 %

Rk koK ok kK,

cpe:2.3:a:opera:opera_browser:11.52:%:***:**:*:

ARk koK Lk Kk,

cpe:2.3:a:opera:opera_browser:10.10:* % "

kKK kKK,

cpe:2.3:a:opera:opera_browser:10.10:betat:*:*:*:*:*:*:

akLkLk kKKK,

cpe:2.3:a:opera:opera_browser:10.11:* %

ARk koK Lk Lk k,

cpe:2.3:a:opera:opera_browser:10.50:*:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:a:opera:opera_browser:10.50:beta2:*:*:*:*:*:*:



AkLakak ok akuk ok,

cpe:2.3:a:opera:opera_browser:10.52:*:*:*:***:*:

KKk KRk,

cpe:2.3:a:opera:opera_browser:10.52:betat :*:*:*:*:*:*:

Kk ak KKk,

cpe:2.3:a:opera:opera_browser:10.52:beta2:*:*:*:*:*:*:

ARk kKK Rk,

cpe:2.3:a:opera:opera_browser:10.53:*: "

Kk kKRR,

cpe:2.3:a:opera:opera_browser:10.53:b:**:**:*:*:

Kk ak kKK,

cpe:2.3:a:opera:opera_browser:10.53:betat:*:*:*:*:*:*:

ARk koK kR k.

cpe:2.3:a:opera:opera_browser:10.54 % * "

ARk KoKk kK,

cpe:2.3:a:opera:opera_browser:10.60:*:*:**:**:*:

Sk Lk Kk k.

cpe:2.3:a:opera:opera_browser:10.60:betat:*:*:*:*:*:*:

Skukakakkakak.

cpe:2.3:a:opera:opera_browser:11.52.1100:":*:*:*:*:*:*:

akLkLk ok k LKk,

cpe:2.3:a:opera:opera_browser:11.60:*:*: " :*:*:

akLakLk kR LRk,

coe:2.3:a:o0nera:onera browser:11.64:*:*:*:***:*:



cpe:2.3:a:opera:opera_browser:12.00:beta:*:*:*:*:*:*:

cpe:2.3:a:opera:opera_browser:

cpe:2.3:a:opera:opera_browser:

No vendor comments have been submitted for this CVE

«— Previous ID Next ID—
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