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AVNACLAUSICRINAN Certain versions of Bugzilla from Mozilla contain the following
’ vulnerability:

The User.get method in Bugzilla/WebService/User.pm in Bugzilla 3.7.x
and 4.0.x before 4.0.9, 4.1.x and 4.2.x before 4.2.4, and 4.3.x and 4.4.x
before 4.4rc1 has a different outcome for a groups request depending
on whether a group exists, which allows remote authenticated users to
discover private group names by observing whether a call throws an

error.

CVE-2012-4198 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: _

Access Access Authentication
Vector Complexity

NETWORK LoW
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

781850 — (CVE-2012-4198) [SECURITY] Do not leak the existence of (3) CONFIRM

groups when using User.get() bugzilla.mozilla.org/show_bug.cgi?
id=781850

Support / Security / Advisories / / MDVSA-2013:066 | Mandriva & MANDRIVA MDVSA-2013:066

4.3.3,4.2.3, 4.0.8, and 3.6.11 Security Advisory :: Bugzilla :: bugzilla.org 8 CONFIRM

www.bugzilla.org/security/3.6.11/

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
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CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Mozilla Bugzilla 3.7 All All All
Application Mozilla Bugzilla 3.7.1 All All All
Application Mozilla Bugzilla 3.7.2 All All All
Application Mozilla Bugzilla 3.7.3 All All All
Application Mozilla Bugzilla 4.0 All All All
Application Mozilla Bugzilla 4.0 rci All All
Application Mozilla Bugzilla 4.0 rc2 All All
Application Mozilla Bugzilla 4.01 All All All
Application Mozilla Bugzilla 4.0.2 All All All
Application Mozilla Bugzilla 4.0.3 All All All
Application Mozilla Bugzilla 4.0.4 All All All
Application Mozilla Bugzilla 4.0.5 All All All
Application Mozilla Bugzilla 4.0.6 All All All
Application Mozilla Bugzilla 4.0.7 All All All
Application Mozilla Bugzilla 4.0.8 All All All
Application Mozilla Bugzilla 41 All All All
Application Mozilla Bugzilla 411 All All All
Application Mozilla Bugzilla 41.2 All All All
Application Mozilla Bugzilla 4.1.3 All All All
Application Mozilla Bugzilla 4.2 All All All
Application Mozilla Bugzilla 4.2 rci All All
Application Mozilla Bugzilla 4.2 rc2 All All
Application Mozilla Bugzilla 4.21 All All All
Application Mozilla Bugzilla 422 All All All
Application Mozilla Bugzilla 4.2.3 All All All
Application Mozilla Bugzilla 4.3 All All All
Application Mozilla Bugzilla 4.31 All All All
Application Mozilla Bugzilla 4.3.2 All All All

Application Mozilla Bugzilla 4.3.3 All All All
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cpe:2.3:a:mozilla:bugzilla:4.0:rct
cpe:2.3:a:mozilla:bugzilla:4.0:rc2:*:*:*:*:*:*:
cpe:2.3:a:mozilla:bugzilla:4.0.1:*:* "
cpe:2.3:a:mozilla:bugzilla:4.0.2:*:*:*:**:*:*:
cpe:2.3:a:mozilla:bugzilla:4.0.3:*:* " "
cpe:2.3:a:mozilla:bugzilla:4.0.4:*:* "
cpe:2.3:a:mozilla:bugzilla:4.0.5:*:*****:*:
cpe:2.3:a:mozilla:bugzilla:4.0.6:*:*:*:*:*:*:*:
cpe:2.3:a:mozilla:bugzilla:4.0.7:*:*****:*:
cpe:2.3:a:mozilla:bugzilla:4.0.8:*:*:***:*:*:
cpe:2.3:a:mozilla:bugzilla:4.1:*:*: %"

cpe:2.3:a:mozilla:bugzilla:4.1.1 ">
cpe:2.3:a:mozilla:bugzilla:4.1.2:% %>
cpe:2.3:a:mozilla:bugzilla:4.1.3:* """

skakakakakakak.

cpe:2.3:a:mozilla:bugzilla:4.2:*:*:*:**:*:*:

cpe:2.3:a:mozilla:bugzilla:4.2.1 ="
cpe:2.3:a:mozilla:bugzilla:4.2.2:%:*:* "
cpe:2.3:a:mozilla:bugzilla:4.2.3:*:*: "
cpe:2.3:a:mozilla:bugzilla:4.3:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:4.3.1: " ="
cpe:2.3:a:mozilla:bugzilla:4.3.2::*: " *:*:
cpe:2.3:a:mozilla:bugzilla:4.3.3:*:*:* " *:*:
cpe:2.3:a:mozilla:bugzilla:3.7:%:*:*:*

cpe:2.3:a:mozilla:bugzilla:3.7.1 %
cpe:2.3:a:mozilla:bugzilla:3.7.2::****:*:*:

cpe:2.3:a:mozilla:bugzilla:3.7.3::* " :*:

cpe:2.3:a:mozilla:bugzilla:4.0:*:******:



dkak Lk akkuk.

cpe:2.3:a:mozilla:bugzilla:4.0:rc2:*: " *:
cpe:2.3:a:mozilla:bugzilla:4.0.1 %" "
cpe:2.3:a:mozilla:bugzilla:4.0.2:*:*:***:*:*:
cpe:2.3:a:mozilla:bugzilla:4.0.3:*:**:***:*:
cpe:2.3:a:mozilla:bugzilla:4.0.4:*:* "
cpe:2.3:a:mozilla:bugzilla:4.0.5:*:****:*:*:
cpe:2.3:a:mozilla:bugzilla:4.0.6:*:*:*:**:*:*:
cpe:2.3:a:mozilla:bugzilla:4.0.7:*:*****:*:

dkakak kR akak.

cpe:2.3:a:mozilla:bugzilla:4.0.8:*:
cpe:2.3:a:mozilla:bugzilla:4.1: > "%

cpe:2.3:a:mozilla:bugzilla:4.1.1 %>
cpe:2.3:a:mozilla:bugzilla:4.1.2:% %"
cpe:2.3:a:mozilla:bugzilla:4.1.3:* """

skukakakakakak.

cpe:2.3:a:mozilla:bugzilla:4.2:*:*:*:**:*:*:

cpe:2.3:a:mozilla:bugzilla:4.2.1 ="
cpe:2.3:a:mozilla:bugzilla:4.2.2:%:*:* "
cpe:2.3:a:mozilla:bugzilla:4.2.3:*:*: "
cpe:2.3:a:mozilla:bugzilla:4.3:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:4.3.1:*:* "

cpe:2.3:a:mozilla:bugzilla:4.3.2::*:* " *:*:

cpe:2.3:a:mozilla:bugzilla:4.3.3:*:* " *:*:

No vendor comments have been submitted for this CVE
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