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CVE CVE-2012-4210
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-11-21 12:55:00 UTC
Updated 2017-09-19 01:35:00 UTC
Description The Style Inspector in Mozilla Firefox before 17.0 and Firefox ESR 10.x before 10.0.11 does not properly restrict the contex

/ |

1|

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Mozilla Firefox 0.1 All All All
Application Mozilla Firefox 0.10 All All All
Application Mozilla Firefox 0.10.1 All All All
Application Mozilla Firefox 0.2 All All All
Application Mozilla Firefox 0.3 All All All
Application Mozilla Firefox 0.4 All All All
Application Mozilla Firefox 0.5 All All All
Application Mozilla Firefox 0.6 All All All
Application Mozilla Firefox 0.6.1 All All All
Application Mozilla Firefox 0.7 All All All
Application Mozilla Firefox 0.7.1 All All All
Application Mozilla Firefox 0.8 All All All
Application Mozilla Firefox 0.9 All All All
Application Mozilla Firefox 0.9 rc All All
Application Mozilla Firefox 0.9.1 All All All
Application Mozilla Firefox 0.9.2 All All All
Application Mozilla Firefox 0.9.3 All All All
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Application Mozilla Firefox 7.0.1 All All All
Application Mozilla Firefox 8.0 All All All
Application Mozilla Firefox 8.0.1 All All All
Application Mozilla Firefox 9.0 All All All
Application Mozilla Firefox 9.0.1 All All All
Application Mozilla Firefox All All All All
Application Mozilla Firefox Esr 10.0 All All All
Application Mozilla Firefox Esr 10.0.1 All All All
Application Mozilla Firefox Esr 10.0.10 All All All
Application Mozilla Firefox Esr 10.0.2 All All All
Application Mozilla Firefox Esr 10.0.3 All All All
Application Mozilla Firefox Esr 10.0.4 All All All
Application Mozilla Firefox Esr 10.0.5 All All All
Application Mozilla Firefox Esr 10.0.6 All All All
Application Mozilla Firefox Esr 10.0.7 All All All
Application Mozilla Firefox Esr 10.0.8 All All All
Application Mozilla Firefox Esr 10.0.9 All All All
Application Mozilla Firefox Esr 10.0 All All All
Application Mozilla Firefox Esr 10.0.1 All All All
Application Mozilla Firefox Esr 10.0.10 All All All
Application Mozilla Firefox Esr 10.0.2 All All All
Application Mozilla Firefox Esr 10.0.3 All All All
Application Mozilla Firefox Esr 10.0.4 All All All
Application Mozilla Firefox Esr 10.0.5 All All All
Application Mozilla Firefox Esr 10.0.6 All All All
Application Mozilla Firefox Esr 10.0.7 All All All
Application Mozilla Firefox Esr 10.0.8 All All All
Application Mozilla Firefox Esr 10.0.9 All All All
Reference Source Link Tags
Security Advisory SA51359 - Red Hat update for firefox - Secunia SECUNIA secunia.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com
Security Advisory SA51434 - SUSE update for xulrunner - Secunia SECUNIA secunia.com

MFSA 2012-104: CSS and HTML injection through Style Inspector CONFIRM  www.mozilla.org Vend«
AnenQlI]F-S11-2012:1R83-1- madarata: 1indate far MazillaFirafax QII_F licte Ananaiica Ara
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http://secunia.com/advisories/51359
https://exchange.xforce.ibmcloud.com/vulnerabilities/80182
http://secunia.com/advisories/51434
http://www.mozilla.org/security/announce/2012/mfsa2012-104.html
http://lists.opensuse.org/opensuse-updates/2012-11/msg00090.html

UMV ST U U e TUUY 1 IV MU LY UM MLY IO IV I T T T

Red Hat Customer Portal

796866 — (CVE-2012-4210) Arbitrary code execution from Style Inspector
USN-1638-2: ubufox update | Ubuntu

USN-1638-1: Firefox vulnerabilities | Ubuntu

Support / Security / Advisories / / MDVSA-2012:173 | Mandriva
[security-announce] SUSE-SU-2012:1592-1: important: Security update for
USN-1638-3: Firefox regressions | Ubuntu

Pale Moon -

[security-announce] openSUSE-SU-2013:0175-1: important: security update
Repository / Oval Repository

Security Advisory SA51369 - Ubuntu update for firefox - Secunia
openSUSE-SU-2012:1586-1: moderate: update for xulrunner

Mozilla Firefox CVE-2012-4210 Style Inspector Remote Code Execution Vulnerability
Security Advisory SA51439 - SUSE update for MozillaFirefox - Secunia
CVE Program record

NVD vulnerability detail

1

oo

REDHAT

CONFIRM

UBUNTU

UBUNTU

MANDRIVA

SUSE

UBUNTU

CONFIRM

SUSE

OVAL

SECUNIA

SUSE

BID

SECUNIA

CVE.ORG

NVD

....... pPunivuuvaury

rhn.redhat.com
bugzilla.mozilla.org
www.ubuntu.com
www.ubuntu.com
www.mandriva.com
lists.opensuse.org
www.ubuntu.com
www.palemoon.org
lists.opensuse.org
oval.cisecurity.org
secunia.com
lists.opensuse.org

www.securityfocus.com

secunia.com
WWW.CVe.org canor
nvd.nist.gov canor

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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