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Summary

CVE CVE-2012-4233

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-11-19 12:10:00 UTC

Updated 2017-08-29 01:32:00 UTC

Description LibreOffice 3.5.x before 3.5.7.2 and 3.6.x before 3.6.1, and OpenOffice.org (OOo), allows remote attackers to cause a denial of service (NULL pointer dereference) via a crafted (1) odt file to vcllo.dll, (2) ODG (Drawing document) file to svxcorelo.dll, (3) PolyPolygon record in a .wmf (Window Meta File) file embedded in a ppt (PowerPoint) file to tllo.dll, or (4) xls (Excel) file to scfiltlo.dll.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Libreoffice Libreoffice 3.5 All All All

Application Libreoffice Libreoffice 3.5. rc1 All All

Application Libreoffice Libreoffice 3.5.0 All All All

Application Libreoffice Libreoffice 3.5.0 rc1 All All

Application Libreoffice Libreoffice 3.5.0 rc2 All All

Application Libreoffice Libreoffice 3.5.0 rc3 All All

Application Libreoffice Libreoffice 3.5.1 All All All

Application Libreoffice Libreoffice 3.5.1 rc1 All All

Application Libreoffice Libreoffice 3.5.1 rc2 All All

Application Libreoffice Libreoffice 3.5.2 All All All

Application Libreoffice Libreoffice 3.5.2 rc1 All All

Application Libreoffice Libreoffice 3.5.2 rc2 All All

Application Libreoffice Libreoffice 3.5.3 All All All

Application Libreoffice Libreoffice 3.5.3 rc1 All All

Application Libreoffice Libreoffice 3.5.3 rc2 All All

Application Libreoffice Libreoffice 3.5.4 All All All

Application Libreoffice Libreoffice 3.5.4 rc2 All All
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Application Libreoffice Libreoffice 3.5.4 rc2 All All

Application Libreoffice Libreoffice 3.5.5 All All All

Application Libreoffice Libreoffice 3.5.5.1 All All All

Application Libreoffice Libreoffice 3.5.5.2 All All All

Application Libreoffice Libreoffice 3.5.5.3 All All All

Application Libreoffice Libreoffice 3.5.6 All All All

Application Libreoffice Libreoffice 3.5.6.1 All All All

Application Libreoffice Libreoffice 3.5.6.2 All All All

Application Libreoffice Libreoffice 3.5.6.3 All All All

Application Libreoffice Libreoffice 3.5 All All All

Application Libreoffice Libreoffice 3.5. rc1 All All

Application Libreoffice Libreoffice 3.5.0 All All All

Application Libreoffice Libreoffice 3.5.0 rc1 All All

Application Libreoffice Libreoffice 3.5.0 rc2 All All

Application Libreoffice Libreoffice 3.5.0 rc3 All All

Application Libreoffice Libreoffice 3.5.1 All All All

Application Libreoffice Libreoffice 3.5.1 rc1 All All

Application Libreoffice Libreoffice 3.5.1 rc2 All All

Application Libreoffice Libreoffice 3.5.2 All All All

Application Libreoffice Libreoffice 3.5.2 rc1 All All

Application Libreoffice Libreoffice 3.5.2 rc2 All All

Application Libreoffice Libreoffice 3.5.3 All All All

Application Libreoffice Libreoffice 3.5.3 rc1 All All

Application Libreoffice Libreoffice 3.5.3 rc2 All All

Application Libreoffice Libreoffice 3.5.4 All All All

Application Libreoffice Libreoffice 3.5.4 rc2 All All

Application Libreoffice Libreoffice 3.5.5 All All All

Application Libreoffice Libreoffice 3.5.5.1 All All All

Application Libreoffice Libreoffice 3.5.5.2 All All All

Application Libreoffice Libreoffice 3.5.5.3 All All All

Application Libreoffice Libreoffice 3.5.6 All All All

Application Libreoffice Libreoffice 3.5.6.1 All All All

Application Libreoffice Libreoffice 3.5.6.2 All All All

Application Libreoffice Libreoffice 3.5.6.3 All All All

Application Libreoffice Libreoffice All All All All

Application Sun Openoffice.org - All All All
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Application Sun Openoffice.org - All All All

References

Reference Source Link

File Not Found MISC www.htbridge.com

libreoffice/core - main, development code repository CONFIRM cgit.freedesktop.org

LibreOffice and OpenOffice Multiple NULL Pointer Dereference Denial of Service Vulnerabilities BID www.securityfocus.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

libreoffice/core - main, development code repository CONFIRM cgit.freedesktop.org

CVE-2012-4233 » LibreOffice CONFIRM www.libreoffice.org

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Debian -- Security Information -- DSA-2570-1 openoffice.org DEBIAN www.debian.org

libreoffice/binfilter - legacy binary file format support repository CONFIRM cgit.freedesktop.org

oss-security - Re: CVE-2012-4233: multiple null pointer dereference flaws in LibreOffice/OpenOffice.org MLIST www.openwall.com

openSUSE-SU-2012:1523-1: moderate: LibreOffice: 3.5.4.13 security and bu SUSE lists.opensuse.org

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

libreoffice/core - main, development code repository CONFIRM cgit.freedesktop.org

openSUSE-SU-2012:1686-1: moderate: libreoffice: update to 3.5.4.13 (3.5. SUSE lists.opensuse.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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