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Summary

CVE CVE-2012-4237

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-08-20 20:55:00 UTC

Updated 2023-11-07 02:11:00 UTC

Description Multiple SQL injection vulnerabilities in TCExam before 11.3.008 allow remote authenticated users with level 5 or greater permissions to execute arbitrary SQL commands via the subject_module_id parameter to (1) tce_edit_answer.php or (2) tce_edit_question.php.

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Tecnick Tcexam 10.1.000 All All All

Application Tecnick Tcexam 10.1.001 All All All

Application Tecnick Tcexam 10.1.002 All All All

Application Tecnick Tcexam 10.1.003 All All All

Application Tecnick Tcexam 10.1.004 All All All

Application Tecnick Tcexam 10.1.005 All All All

Application Tecnick Tcexam 10.1.006 All All All

Application Tecnick Tcexam 10.1.007 All All All

Application Tecnick Tcexam 10.1.008 All All All

Application Tecnick Tcexam 10.1.009 All All All

Application Tecnick Tcexam 10.1.010 All All All

Application Tecnick Tcexam 10.1.011 All All All

Application Tecnick Tcexam 10.1.012 All All All

Application Tecnick Tcexam 10.1.013 All All All

Application Tecnick Tcexam 11.0.000 All All All

Application Tecnick Tcexam 11.0.001 All All All

Application Tecnick Tcexam 11.0.002 All All All
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Application Tecnick Tcexam 11.0.002 All All All

Application Tecnick Tcexam 11.0.003 All All All

Application Tecnick Tcexam 11.0.004 All All All

Application Tecnick Tcexam 11.0.005 All All All

Application Tecnick Tcexam 11.0.006 All All All

Application Tecnick Tcexam 11.0.007 All All All

Application Tecnick Tcexam 11.0.008 All All All

Application Tecnick Tcexam 11.0.009 All All All

Application Tecnick Tcexam 11.0.010 All All All

Application Tecnick Tcexam 11.0.011 All All All

Application Tecnick Tcexam 11.0.012 All All All

Application Tecnick Tcexam 11.0.013 All All All

Application Tecnick Tcexam 11.0.014 All All All

Application Tecnick Tcexam 11.0.015 All All All

Application Tecnick Tcexam 11.0.016 All All All

Application Tecnick Tcexam 11.1.000 All All All

Application Tecnick Tcexam 11.1.001 All All All

Application Tecnick Tcexam 11.1.002 All All All

Application Tecnick Tcexam 11.1.003 All All All

Application Tecnick Tcexam 11.1.004 All All All

Application Tecnick Tcexam 11.1.005 All All All

Application Tecnick Tcexam 11.1.006 All All All

Application Tecnick Tcexam 11.1.007 All All All

Application Tecnick Tcexam 11.1.008 All All All

Application Tecnick Tcexam 11.1.009 All All All

Application Tecnick Tcexam 11.1.010 All All All

Application Tecnick Tcexam 11.1.011 All All All

Application Tecnick Tcexam 11.1.012 All All All

Application Tecnick Tcexam 11.1.013 All All All

Application Tecnick Tcexam 11.1.014 All All All

Application Tecnick Tcexam 11.1.015 All All All

Application Tecnick Tcexam 11.1.016 All All All

Application Tecnick Tcexam 11.1.017 All All All

Application Tecnick Tcexam 11.1.018 All All All

Application Tecnick Tcexam 11.1.019 All All All

Application Tecnick Tcexam 11.1.020 All All All
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Application Tecnick Tcexam 11.1.021 All All All

Application Tecnick Tcexam 11.1.022 All All All

Application Tecnick Tcexam 11.1.023 All All All

Application Tecnick Tcexam 11.1.024 All All All

Application Tecnick Tcexam 11.1.025 All All All

Application Tecnick Tcexam 11.1.026 All All All

Application Tecnick Tcexam 11.1.027 All All All

Application Tecnick Tcexam 11.1.028 All All All

Application Tecnick Tcexam 11.1.029 All All All

Application Tecnick Tcexam 11.1.030 All All All

Application Tecnick Tcexam 11.1.031 All All All

Application Tecnick Tcexam 11.2.000 All All All

Application Tecnick Tcexam 11.2.001 All All All

Application Tecnick Tcexam 11.2.002 All All All

Application Tecnick Tcexam 11.2.003 All All All

Application Tecnick Tcexam 11.2.004 All All All

Application Tecnick Tcexam 11.2.005 All All All

Application Tecnick Tcexam 11.2.006 All All All

Application Tecnick Tcexam 11.2.007 All All All

Application Tecnick Tcexam 11.2.008 All All All

Application Tecnick Tcexam 11.2.010 All All All

Application Tecnick Tcexam 11.2.011 All All All

Application Tecnick Tcexam 11.2.012 All All All

Application Tecnick Tcexam 11.2.013 All All All

Application Tecnick Tcexam 11.2.014 All All All

Application Tecnick Tcexam 11.2.015 All All All

Application Tecnick Tcexam 11.2.016 All All All

Application Tecnick Tcexam 11.2.017 All All All

Application Tecnick Tcexam 11.2.018 All All All

Application Tecnick Tcexam 11.2.020 All All All

Application Tecnick Tcexam 11.2.021 All All All

Application Tecnick Tcexam 11.2.022 All All All

Application Tecnick Tcexam 11.2.023 All All All

Application Tecnick Tcexam 11.2.025 All All All

Application Tecnick Tcexam 11.2.026 All All All

Application Tecnick Tcexam 11.2.027 All All All
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Application Tecnick Tcexam 11.2.027 All All All

Application Tecnick Tcexam 11.2.028 All All All

Application Tecnick Tcexam 11.2.029 All All All

Application Tecnick Tcexam 11.2.030 All All All

Application Tecnick Tcexam 11.2.031 All All All

Application Tecnick Tcexam 11.2.032 All All All

Application Tecnick Tcexam 11.3.000 All All All

Application Tecnick Tcexam 11.3.001 All All All

Application Tecnick Tcexam 11.3.002 All All All

Application Tecnick Tcexam 11.3.003 All All All

Application Tecnick Tcexam 11.3.004 All All All

Application Tecnick Tcexam 11.3.005 All All All

Application Tecnick Tcexam 11.3.006 All All All

Application Tecnick Tcexam 10.1.000 All All All

Application Tecnick Tcexam 10.1.001 All All All

Application Tecnick Tcexam 10.1.002 All All All

Application Tecnick Tcexam 10.1.003 All All All

Application Tecnick Tcexam 10.1.004 All All All

Application Tecnick Tcexam 10.1.005 All All All

Application Tecnick Tcexam 10.1.006 All All All

Application Tecnick Tcexam 10.1.007 All All All

Application Tecnick Tcexam 10.1.008 All All All

Application Tecnick Tcexam 10.1.009 All All All

Application Tecnick Tcexam 10.1.010 All All All

Application Tecnick Tcexam 10.1.011 All All All

Application Tecnick Tcexam 10.1.012 All All All

Application Tecnick Tcexam 10.1.013 All All All

Application Tecnick Tcexam 11.0.000 All All All

Application Tecnick Tcexam 11.0.001 All All All

Application Tecnick Tcexam 11.0.002 All All All

Application Tecnick Tcexam 11.0.003 All All All

Application Tecnick Tcexam 11.0.004 All All All

Application Tecnick Tcexam 11.0.005 All All All

Application Tecnick Tcexam 11.0.006 All All All

Application Tecnick Tcexam 11.0.007 All All All

Application Tecnick Tcexam 11.0.008 All All All
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Application Tecnick Tcexam 11.0.009 All All All

Application Tecnick Tcexam 11.0.010 All All All

Application Tecnick Tcexam 11.0.011 All All All

Application Tecnick Tcexam 11.0.012 All All All

Application Tecnick Tcexam 11.0.013 All All All

Application Tecnick Tcexam 11.0.014 All All All

Application Tecnick Tcexam 11.0.015 All All All

Application Tecnick Tcexam 11.0.016 All All All

Application Tecnick Tcexam 11.1.000 All All All

Application Tecnick Tcexam 11.1.001 All All All

Application Tecnick Tcexam 11.1.002 All All All

Application Tecnick Tcexam 11.1.003 All All All

Application Tecnick Tcexam 11.1.004 All All All

Application Tecnick Tcexam 11.1.005 All All All

Application Tecnick Tcexam 11.1.006 All All All

Application Tecnick Tcexam 11.1.007 All All All

Application Tecnick Tcexam 11.1.008 All All All

Application Tecnick Tcexam 11.1.009 All All All

Application Tecnick Tcexam 11.1.010 All All All

Application Tecnick Tcexam 11.1.011 All All All

Application Tecnick Tcexam 11.1.012 All All All

Application Tecnick Tcexam 11.1.013 All All All

Application Tecnick Tcexam 11.1.014 All All All

Application Tecnick Tcexam 11.1.015 All All All

Application Tecnick Tcexam 11.1.016 All All All

Application Tecnick Tcexam 11.1.017 All All All

Application Tecnick Tcexam 11.1.018 All All All

Application Tecnick Tcexam 11.1.019 All All All

Application Tecnick Tcexam 11.1.020 All All All

Application Tecnick Tcexam 11.1.021 All All All

Application Tecnick Tcexam 11.1.022 All All All

Application Tecnick Tcexam 11.1.023 All All All

Application Tecnick Tcexam 11.1.024 All All All

Application Tecnick Tcexam 11.1.025 All All All

Application Tecnick Tcexam 11.1.026 All All All
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Application Tecnick Tcexam 11.1.027 All All All

Application Tecnick Tcexam 11.1.028 All All All

Application Tecnick Tcexam 11.1.029 All All All

Application Tecnick Tcexam 11.1.030 All All All

Application Tecnick Tcexam 11.1.031 All All All

Application Tecnick Tcexam 11.2.000 All All All

Application Tecnick Tcexam 11.2.001 All All All

Application Tecnick Tcexam 11.2.002 All All All

Application Tecnick Tcexam 11.2.003 All All All

Application Tecnick Tcexam 11.2.004 All All All

Application Tecnick Tcexam 11.2.005 All All All

Application Tecnick Tcexam 11.2.006 All All All

Application Tecnick Tcexam 11.2.007 All All All

Application Tecnick Tcexam 11.2.008 All All All

Application Tecnick Tcexam 11.2.010 All All All

Application Tecnick Tcexam 11.2.011 All All All

Application Tecnick Tcexam 11.2.012 All All All
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