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The scriptfu network server in GIMP 2.6 does not require authentication, which allows remote attackers to execute arbitrary
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Risk And Classification

Problem Types: CWE-862

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Gimp Gimp 2.6.0 All All All
Gimp Gimp 2.6.1 All All All
Gimp Gimp 2.6.10 All All All
Gimp Gimp 2.6.11 All All All
Gimp Gimp 2.6.12 All All All
Gimp Gimp 2.6.13 All All All
Gimp Gimp 2.6.2 All All All
Gimp Gimp 2.6.3 All All All
Gimp Gimp 2.6.4 All All All
Gimp Gimp 26,5 All All Al
Gimp Gimp 2.6.6 All All All
Gimp Gimp 2.6.7 All All All
Gimp Gimp 2.6.8 All All All
Gimp Gimp 2.6.9 All All All
Gimp Gimp 2.6.0 All All All
Gimp Gimp 2.6.1 All All All
Gimp Gimp 2.6.10 All All All
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Application Gimp Gimp 2.6.11 All All All
Application Gimp Gimp 2.6.12 All All All
Application Gimp Gimp 2.6.13 All All All
Application Gimp Gimp 2.6.2 All All All
Application Gimp Gimp 26.3 All All All
Application Gimp Gimp 2.6.4 All All All
Application Gimp Gimp 2.6.5 All All All
Application Gimp Gimp 2.6.6 All All All
Application Gimp Gimp 2.6.7 All All All
Application Gimp Gimp 2.6.8 All All All
Application Gimp Gimp 2.6.9 All All All
Application Gimp Gimp All All All All
Reference Source Link
www.xerox.com/download/security/security-bulletin/16287-4d6b7b0c81f7b/cert_... CONFIRM  www.xerox.com
oss-security - RE: [Full-disclosure] GIMP Scriptfu Python Remote Command Execution  MLIST www.openwall.com
GIMP CVE-2012-4245 Remote Command Execution Vulnerability BID www.securityfocus.com
GIMP Scriptfu Python Command Execution Vulnerability MISC www.reactionpenetrationtesting.co.uk
oss-security - Re: [Full-disclosure] GIMP Scriptfu Python Remote Command Execution ~ MLIST www.openwall.com
GIMP: Multiple vulnerabilities (GLSA 201603-01) — Gentoo security GENTOO  security.gentoo.org
20120816 GIMP Scriptfu Python Remote Command Execution BUGTRAQ archives.neohapsis.com
oss-security - GIMP Scriptfu Python Remote Command Execution MLIST www.openwall.com
CVE Program record CVE.ORG  www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
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