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AVNACMAUNCCICAC Certain versions of Kindle Touch from Amazon contain the following
’ vulnerability:

The Amazon Kindle Touch before 5.1.2 does not properly restrict
access to the libkindleplugin.so NPAPI plugin interface, which might
allow remote attackers to have an unspecified impact via vectors
involving the (1) dev.log, (2) lipc.set, (3) lipc.get, or (4)
todo.scheduleltems method, a different vulnerability than CVE-2012-

4249.

CVE-2012-4248 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 9.3-HIGH |
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Vulnerability Note VU#122656 - Amazon Kindle Touch # CERT-VN VU#122656
libkindleplugin scriptable browser plugin vulnerability
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
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CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Hardware = 4 Amazon Kindle Touch 5.1.0 All All All
Hardware = = Amazon Kindle Touch 5.1.0 All All All
Hardware & = Amazon Kindle Touch All All All All

cpe:2.3:h:amazon:kindle_touch:5.1.0:* "™

cpe:2.3:h:amazon:kindle_touch:5.1.0:*:*: "% *:

cpe:2.3:h:amazon:kindle_touch:*:*:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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