CVE-2012-4249

Published on: 08/12/2012 12:00:00 AM UTC
Last Modified on: 03/23/2021 11:28:16 PM UTC

CVE-2012-4249

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACLAUNCCHCAC Certain versions of Kindle Touch from Amazon contain the following
’ vulnerability:

The Amazon Lab126 com.lab126.system sendEvent implementation
on the Kindle Touch before 5.1.2 allows context-dependent attackers to
execute arbitrary commands via shell metacharacters in a string, as
demonstrated by using lipc-set-prop to set an LIPC property, a different
vulnerability than CVE-2012-4248.

CVE-2012-4249 has been assigned by [ cve@mitre.org to track the vulnerability
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CVE References
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Amazon Information for VU#122656 TEEERNEG Y # CONFIRM www.kb.cert.org/vuls/id/MORO-
BWKGBN
& MiSC
www.mobileread.com/forums/showthread.php?

s=c7953cc553a4aaa36e880b25aa1a6bbf6&t=175368

Vulnerability Note VU#122656 - Amazon Kindle Touch # CERT-VN VU#122656
libkindleplugin scriptable browser plugin vulnerability

text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,


https://cve.report/
https://cve.report/CVE-2012-4249/mitre
https://cve.report/CVE-2012-4249/nist
https://cve.report/CVE-2012-4249/cve_org
https://cve.report/CVE-2012-4249.pdf
http://cve.report/software/amazon/kindle_touch
http://cve.report/vendor/amazon
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.kb.cert.org/vuls/id/MORO-8WKGBN
http://www.mobileread.com/forums/showthread.php?s=c7953cc553a4aaa36e880b25aa1a6bf6&t=175368
http://www.kb.cert.org/vuls/id/122656

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Hardware = 4 Amazon Kindle Touch 5.1.0 All All All
Hardware = = Amazon Kindle Touch 51.1 All All All
Hardware & = Amazon Kindle Touch 5.1.0 All All All
Hardware = = Amazon Kindle Touch 51.1 All All All

cpe:2.3:h:amazon:kindle_touch:5.1.0:* "% *:

cpe:2.3:h:amazon:kindle_touch:5.1.1:* "%

cpe:2.3:h:amazon:kindle_touch:5.1.0:*:":*

cpe:2.3:h:amazon:kindle_touch:5.1.1:*:% "

No vendor comments have been submitted for this CVE
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