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Summary

CVE CVE-2012-4337

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-08-23 15:55:00 UTC

Updated 2012-08-24 04:00:00 UTC

Description Foxit Reader before 5.3 on Windows XP and Windows 7 allows remote attackers to execute arbitrary code via a PDF document with a crafted attachment that triggers calculation of a negative number during processing of cross references.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Foxitsoftware Foxit Reader 2.0 All All All

Application Foxitsoftware Foxit Reader 2.3 All All All

Application Foxitsoftware Foxit Reader 3.0 All All All

Application Foxitsoftware Foxit Reader 3.1.2.1013 All All All

Application Foxitsoftware Foxit Reader 3.1.2.1030 All All All

Application Foxitsoftware Foxit Reader 3.2.0.0303 All All All

Application Foxitsoftware Foxit Reader 3.2.1.0401 All All All

Application Foxitsoftware Foxit Reader 4.0 All All All

Application Foxitsoftware Foxit Reader 4.0.0.0619 All All All

Application Foxitsoftware Foxit Reader 4.1 All All All

Application Foxitsoftware Foxit Reader 4.1.1.0805 All All All

Application Foxitsoftware Foxit Reader 4.2 All All All

Application Foxitsoftware Foxit Reader 4.3 All All All

Application Foxitsoftware Foxit Reader 4.3.1.0218 All All All

Application Foxitsoftware Foxit Reader 5.0 All All All

Application Foxitsoftware Foxit Reader 5.0.2 All All All

Application Foxitsoftware Foxit Reader 5.1.0.1021 All All All
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Application Foxitsoftware Foxit Reader 5.1.0.1021 All All All

Application Foxitsoftware Foxit Reader 5.1.3 All All All

Application Foxitsoftware Foxit Reader 2.0 All All All

Application Foxitsoftware Foxit Reader 2.3 All All All

Application Foxitsoftware Foxit Reader 3.0 All All All

Application Foxitsoftware Foxit Reader 3.1.2.1013 All All All

Application Foxitsoftware Foxit Reader 3.1.2.1030 All All All

Application Foxitsoftware Foxit Reader 3.2.0.0303 All All All

Application Foxitsoftware Foxit Reader 3.2.1.0401 All All All

Application Foxitsoftware Foxit Reader 4.0 All All All

Application Foxitsoftware Foxit Reader 4.0.0.0619 All All All

Application Foxitsoftware Foxit Reader 4.1 All All All

Application Foxitsoftware Foxit Reader 4.1.1.0805 All All All

Application Foxitsoftware Foxit Reader 4.2 All All All

Application Foxitsoftware Foxit Reader 4.3 All All All

Application Foxitsoftware Foxit Reader 4.3.1.0218 All All All

Application Foxitsoftware Foxit Reader 5.0 All All All

Application Foxitsoftware Foxit Reader 5.0.2 All All All

Application Foxitsoftware Foxit Reader 5.1.0.1021 All All All

Application Foxitsoftware Foxit Reader 5.1.3 All All All

Application Foxitsoftware Foxit Reader All All All All

Operating System Microsoft Windows 7 All All All All

Operating System Microsoft Windows 7 All All All All

Operating System Microsoft Windows Xp All All All All

Operating System Microsoft Windows Xp All All All All

References

Reference Source Link

Foxit Reader - Building the Most Secure PDF Reader - Foxit Software CONFIRM www.foxitsoftware.com

Foxit Reader Memory Corruption Error Lets Remote Users Execute Arbitrary Code - SecurityTracker SECTRACK securitytracker.com

Foxit Reader Unspecified Memory Corruption Vulnerability BID www.securityfocus.com

84808 OSVDB www.osvdb.org

Security Alerts - Secunia SECUNIA secunia.com

Microsoft Vulnerability Research Advisory MSVR12-013 | Microsoft Docs MISC technet.microsoft.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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