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Summary

CVE CVE-2012-4362

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-08-20 22:55:00 UTC

Updated 2012-08-21 18:24:00 UTC

Description hydra.exe in HP SAN/iQ before 9.5 on the HP Virtual SAN Appliance has a hardcoded password of L0CAlu53R for the global$agent account, which allows remote attackers to obtain access to a management service via a login: request to TCP port 13838.

Risk And Classification

Problem Types: CWE-255

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Hp San/iq 9.5 All All All

Application Hp San/iq 9.5 All All All

Application Hp San/iq 9.5 All All All

Hardware Hp Virtual San Appliance - All All All

Hardware Hp Virtual San Appliance - All All All

References

Reference Source Link Tags

HP VSA Remote Command Execution Exploit EXPLOIT-DB www.exploit-db.com Exploit

US-CERT Vulnerability Note VU#441363 - HP Virtual SAN appliance root shell command injection CERT-VN www.kb.cert.org US Government Resource

HP StorageWorks P4000 Virtual SAN Appliance Command Execution EXPLOIT-DB www.exploit-db.com Exploit

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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