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Summary

CVE CVE-2012-4366

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-11-20 00:55:00 UTC

Updated 2017-08-29 01:32:00 UTC

Description Belkin wireless routers Surf N150 Model F7D1301v1, N900 Model F9K1104v1, N450 Model F9K1105V2, and N300 Model F7D2301v1 generate a predictable default WPA2-PSK passphrase based on eight digits of the WAN MAC address, which allows remote attackers to access the network by sniffing the beacon frames.

Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Belkin N150 Wireless Router f7d1301v1 All All All

Hardware Belkin N150 Wireless Router f7d1301v1 All All All

Hardware Belkin N300 Wireless Router f7d2301v1 All All All

Hardware Belkin N300 Wireless Router f7d2301v1 All All All

Hardware Belkin N450 Wireless Router f9k1105v2 All All All

Hardware Belkin N450 Wireless Router f9k1105v2 All All All

Hardware Belkin N900 Wireless Router f9k1104v1 All All All

Hardware Belkin N900 Wireless Router f9k1104v1 All All All

References

Reference Source Link

20121119 CVE-2012-4366: Insecure default WPA2 passphrase in multiple Belkin wireless routers BUGTRAQ archives.neohapsis.com

Multiple Belkin Wireless Routers Default WPA2 Password Security Vulnerability BID www.securityfocus.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

CVE-2012-4366: Insecure default WPA2 passphrase in multiple Belkin wireless routers | Jakob Lell's Blog MISC www.jakoblell.com

CVE Program record CVE.ORG www.cve.org
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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