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CVE CVE-2012-4377
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-10-26 20:29:00 UTC
Updated 2017-10-31 21:41:00 UTC
Description Cross-site scripting (XSS) vulnerability in MediaWiki before 1.18.5 and 1.19.x before 1.19.2 allows remote attackers to injec
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Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Mediawiki Mediawiki 1.19.0 All All All
Application Mediawiki Mediawiki 1.19.1 All All All
Application Mediawiki Mediawiki 1.19.0 All All All
Application Mediawiki Mediawiki 1.19.1 All All All
Application Mediawiki Mediawiki All All All All
Reference

& T41700 A File: link to a non-existing image can inject html

oss-security - Re: CVE Request -- MediaWiki 1.19.2 and 1.18.5 multiple security flaws

853409 — (CVE-2012-4377) CVE-2012-4377 mediawiki: Stored XSS via a File::link to a non-existing image

oss-security - CVE Request -- MediaWiki 1.19.2 and 1.18.5 multiple security flaws

#686330 - mediawiki: Multiple security issues CVE-2012-4377,CVE-2012-4378,CVE-2012-4379,CVE-2012-4380,CVE-2012-4381,CVE-2012-
[MediaWiki-announce] MediaWiki security release: 1.19.2 and 1.18.5

CVE Program record

NVD vulnerability detail
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https://cve.report/
https://cve.report/CVE-2012-4377/mitre
https://cve.report/CVE-2012-4377/nist
https://cve.report/CVE-2012-4377/cve_org
https://cve.report/CVE-2012-4377.pdf
http://cve.report/vendor/mediawiki
http://cve.report/software/mediawiki/mediawiki
http://cve.report/vendor/mediawiki
http://cve.report/software/mediawiki/mediawiki
http://cve.report/vendor/mediawiki
http://cve.report/software/mediawiki/mediawiki
http://cve.report/vendor/mediawiki
http://cve.report/software/mediawiki/mediawiki
http://cve.report/vendor/mediawiki
http://cve.report/software/mediawiki/mediawiki
https://phabricator.wikimedia.org/T41700
http://www.openwall.com/lists/oss-security/2012/08/31/10
https://bugzilla.redhat.com/show_bug.cgi?id=853409
http://www.openwall.com/lists/oss-security/2012/08/31/6
https://bugs.debian.org/cgi-bin/bugreport.cgi?bug=686330
https://lists.wikimedia.org/pipermail/mediawiki-announce/2012-August/000119.html
https://www.cve.org/CVERecord?id=CVE-2012-4377
https://nvd.nist.gov/vuln/detail/CVE-2012-4377

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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