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Summary

CVE CVE-2012-4379

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-10-19 21:29:00 UTC

Updated 2017-10-31 22:08:00 UTC

Description MediaWiki before 1.18.5, and 1.19.x before 1.19.2 does not send a restrictive X-Frame-Options HTTP header, which allows remote attackers to conduct clickjacking attacks via an embedded API response in an IFRAME element.

Risk And Classification

Problem Types: CWE-284

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mediawiki Mediawiki 1.19.0 All All All

Application Mediawiki Mediawiki 1.19.1 All All All

Application Mediawiki Mediawiki 1.19.0 All All All

Application Mediawiki Mediawiki 1.19.1 All All All

Application Mediawiki Mediawiki All All All All

References

Reference

⚓ T41180 Edit tokens shown in frames using api

oss-security - CVE Request -- MediaWiki 1.19.2 and 1.18.5 multiple security flaws

853426 – (CVE-2012-4379) CVE-2012-4379 mediawiki: CSRF tokens, available via API, not protected when X-Frame-Options headers used

#686330 - mediawiki: Multiple security issues CVE-2012-4377,CVE-2012-4378,CVE-2012-4379,CVE-2012-4380,CVE-2012-4381,CVE-2012-4382 - Debian Bug report logs

oss-security - Re: CVE Request -- MediaWiki 1.19.2 and 1.18.5 multiple security flaws

[MediaWiki-announce] MediaWiki security release: 1.19.2 and 1.18.5
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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