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Summary

CVE CVE-2012-4413

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-09-18 17:55:00 UTC

Updated 2023-02-13 00:26:00 UTC

Description OpenStack Keystone 2012.1.3 does not invalidate existing tokens when granting or revoking roles, which allows remote authenticated users to retain the privileges of the revoked roles.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openstack Keystone 2012.1.3 All All All

Application Openstack Keystone 2012.1.3 All All All

References

Reference Source Link

Security Alerts - Secunia SECUNIA secunia.com

85484 OSVDB osvdb.org

OpenStack Keystone Token Validation CVE-2012-4413 Security Bypass Vulnerability BID www.securityfocus.com

oss-security - [OSSA 2012-014] Revoking a role does not affect existing tokens (CVE-2012-4413) MLIST www.openwall.com

Security Alerts - Secunia SECUNIA secunia.com

CVE-2012-4413 - Red Hat Customer Portal MISC access.redhat.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Red Hat Customer Portal MISC access.redhat.com

USN-1564-1: OpenStack Keystone vulnerability | Ubuntu UBUNTU www.ubuntu.com

855491 – (CVE-2012-4413) CVE-2012-4413 OpenStack-Keystone: role revocation token issues MISC bugzilla.redhat.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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