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CVE CVE-2012-4427
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

/

Print: PDF %5

Risk And Classification

Published 2012-10-01 03:26:00 UTC
Updated 2012-10-02 04:00:00 UTC
Description The gnome-shell plugin 3.4.1 in GNOME allows remote attackers to force the download and installation of arbitrary extensic

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version
Application Gnome Gnome-shell 3.4.1
Application Gnome Gnome-shell 3.4.1

Update Edition
All All
All All

Language

All

All

References

Reference

oss-security - Re: Re: note on gnome shell extensions

0ss-security - note on gnome shell extensions

Access Denied

Bug 684215 — Possible hostname spoofing in browser plugin
GNOME Shell Browser Plugin Arbitrary Code Execution Vulnerability
oss-security - Re: Re: note on gnome shell extensions

oss-security - Re: note on gnome shell extensions

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Source

MLIST

MLIST

MISC

MISC

BID

MLIST

MLIST

CVE.ORG

NVD

Link
www.openwall.com
www.openwall.com
bugzilla.novell.com
bugzilla.gnome.org
www.securityfocus.com
www.openwall.com
www.openwall.com
WwWw.cve.org

nvd.nist.gov

Tags

Exploit
Exploit

Vendor Advisory

canonical

canonical, analysis


https://cve.report/
https://cve.report/CVE-2012-4427/mitre
https://cve.report/CVE-2012-4427/nist
https://cve.report/CVE-2012-4427/cve_org
https://cve.report/CVE-2012-4427.pdf
http://cve.report/vendor/gnome
http://cve.report/software/gnome/gnome-shell
http://cve.report/vendor/gnome
http://cve.report/software/gnome/gnome-shell
http://www.openwall.com/lists/oss-security/2012/09/13/26
http://www.openwall.com/lists/oss-security/2012/09/08/1
https://bugzilla.novell.com/show_bug.cgi?id=779473
https://bugzilla.gnome.org/show_bug.cgi?id=684215
http://www.securityfocus.com/bid/55556
http://www.openwall.com/lists/oss-security/2012/09/18/3
http://www.openwall.com/lists/oss-security/2012/09/13/19
https://www.cve.org/CVERecord?id=CVE-2012-4427
https://nvd.nist.gov/vuln/detail/CVE-2012-4427

There are currently no legacy QID mappings associated with this CVE.
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