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CVE CVE-2012-4428

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-12-02 18:15:00 UTC

Updated 2019-12-16 14:21:00 UTC

Description openslp: SLPIntersectStringList()' Function has a DoS vulnerability

Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Operating System Fedoraproject Fedora 20 All All All
Operating System Fedoraproject Fedora 20 All All All
Application Openslp Openslp 1.2.1 All All All
Application Openslp Openslp 1.21 All All All

Reference Source Link

oss-security - Re: CVE request: DoS in OpenSLP MISC www.ope
CVE-2012-4428 MISC security-t
IBM X-Force Exchange MISC exchange
USN-2730-1: OpenSLP vulnerabilities | Ubuntu MISC www.ubu
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[SECURITY] Fedora 20 Update: openslp-1.2.1-22.fc20 MISC

857242 — (CVE-2012-4428) CVE-2012-4428 openslp: out-of-bounds read in SLPIntersectStringList() can cause DoS  MISC

Bug 778508 — VUL-1: CVE-2012-4428: openslp: Denial of Service (Application crash) due to out of bounds read MISC
OpenSLP 'SLPIntersectStringList()' Function Denial of Service Vulnerability MISC
access.redhat.com | CVE-2012-4428 MISC
CVE Program record CVE.ORG
NVD vulnerability detail NVD

/

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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710514 Gentoo Linux OpenSLP Multiple Vulnerabilities (GLSA 201707-05)
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