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MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2012-4429

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-10-01 00:55:00 UTC

Updated 2017-08-29 01:32:00 UTC

Description Vino 2.28, 2.32, 3.4.2, and earlier allows remote attackers to read clipboard activity by listening on TCP port 5900.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application David King Vino 0.12 All All All
Application David King Vino 0.14 All All All
Application David King Vino 2.10 All All All
Application David King Vino 2.11 All All All
Application David King Vino 2111 All All All
Application David King Vino 211.1.1 All All All
Application David King Vino 211.1.2 All All All
Application David King Vino 2.11.90 All All All
Application David King Vino 2.11.92 All All All
Application David King Vino 212 All All All
Application David King Vino 2.13 All All All
Application David King Vino 2.13.5 All All All
Application David King Vino 2.14 All All All
Application David King Vino 2.15 All All All
Application David King Vino 2.16 All All All
Application David King Vino 217 All All All
Application David King Vino 2.17.2 All All All
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NVD vulnerability detail
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USN-1701-1: Vino vulnerability | Ubuntu

Red Hat Customer Portal

oss-security - CVE request: information leak in vino

oss-security - Re: CVE request: information leak in vino

Vino CVE-2012-4429 Information Disclosure Vulnerability

Security Advisory SA50527 - Vino Clipboard Content Disclosure Security Issue - Secunia

CVE.ORG

Link Ta
www.openwall.com
www.openwall.com

secunia.com Ve
exchange.xforce.ibmcloud.com
www.ubuntu.com

rhn.redhat.com
www.securityfocus.com
WWW.Cve.org ca
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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