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CVE CVE-2012-4430
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-10-10 18:55:00 UTC
Updated 2018-10-09 15:09:00 UTC
Description The dump_resource function in dird/dird_conf.c in Bacula before 5.2.11 does not properly enforce ACL rules, which allows |

/ |

1|

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Bacula Bacula All All All All
Application Bacula Bacula All All All All
Operating System Debian Debian Linux 6.0 All All All
Operating System Debian Debian Linux 7.0 All All All
Operating System Debian Debian Linux 6.0 All All All
Operating System Debian Debian Linux 7.0 All All All

References |
Reference Source Link Tags
Security Advisory SA50535 - Bacula Console ACL Bypass Security Issue - Secunia  SECUNIA secunia.com Third Party Ad
bacula - Bacula Community Source -- git clone http://git.bacula.org/bacula CONFIRM  www.bacula.org Patch, Vendor
About Secunia Research | Flexera SECUNIA secunia.com Third Party Ad
oss-security - Re: CVE request: bacula: Console ACL Bypass MLIST www.openwall.com Mailing List, Tl
Bacula, the Open Source, Network Backup Tool for Linux, Unix, and Windows CONFIRM  www.bacula.org Vendor Advisc
oss-security - Re: Re: CVE request: bacula: Console ACL Bypass MLIST www.openwall.com Mailing List, Tl
Support / Security / Advisories / / MDVSA-2012:166 | Mandriva MANDRIVA  www.mandriva.com Third Party Ad
Bacula | Release notes for Bacula at SourceForge.net CONFIRM  sourceforge.net Third Party Ad
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Malformed Request BID www.securityfocus.com  Third Party Ad

oss-security - CVE request: bacula: Console ACL Bypass MLIST www.openwall.com Mailing List, Tl
Debian -- Security Information -- DSA-2558-1 bacula DEBIAN www.debian.org Third Party Ad
CVE Program record CVE.ORG  www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, ana
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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