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Summary

CVE CVE-2012-4450

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-10-01 03:26:00 UTC

Updated 2013-03-08 04:09:00 UTC

Description 389 Directory Server 1.2.10 does not properly update the ACL when a DN entry is moved by a modrdn operation, which allows remote authenticated users with certain permissions to bypass ACL restrictions and access the DN entry.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Fedoraproject 389 Directory Server 1.2.10 All All All

Application Fedoraproject 389 Directory Server 1.2.10 All All All

References

Reference

Infrastructure/Fedorahosted-retirement - Fedora Project Wiki

Red Hat Customer Portal

860772 – Change on SLAPI_MODRDN_NEWSUPERIOR is not evaluated in acl

oss-security - Re: CVE Request -- 389-ds-base: Change on SLAPI_MODRDN_NEWSUPERIOR is not evaluated in ACL (ACL rules bypass possible)

Issue #340: Change on SLAPI_MODRDN_NEWSUPERIOR is not evaluated in acl - 389-ds-base - Pagure.io

About Secunia Research | Flexera

oss-security - CVE Request -- 389-ds-base: Change on SLAPI_MODRDN_NEWSUPERIOR is not evaluated in ACL (ACL rules bypass possible)

504 Gateway Time-out

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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