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Summary

CVE CVE-2012-4463

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-10-10 18:55:00 UTC

Updated 2017-08-29 01:32:00 UTC

Description Midnight Commander (mc) 4.8.5 does not properly handle the (1) MC_EXT_SELECTED or (2) MC_EXT_ONLYTAGGED environment variables when multiple files are selected, which allows user-assisted remote attackers to execute arbitrary commands via a crafted file name.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Midnight-commander Midnight Commander 4.8.5 All All All

Application Midnight-commander Midnight Commander 4.8.5 All All All

References

Reference Source

IBM X-Force Exchange XF

Bug 862813 – CVE-2012-4463 mc: Improper sanitization of MC_EXT_SELECTED variable when viewing multiple files MISC

Midnight Commander 'MC_EXT_SELECTED' Variable Remote Security Vulnerability BID

#2913 (CVE-2012-4463 mc-4.8.5: Does not sanitize MC_EXT_SELECTED variable properly) – Midnight Commander MISC

436518 – (CVE-2012-4463) <app-misc/mc-4.8.7: arbitrary execution of programs due to unquoted environment variables (CVE-2012-4463) MISC

oss-security - Re: CVE Request (minor) -- mc: Improper sanitization of MC_EXT_SELECTED variable when viewing multiple files MLIST

oss-security - CVE Request (minor) -- mc: Improper sanitization of MC_EXT_SELECTED variable when viewing multiple files MLIST

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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