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Summary

CVE CVE-2012-4471

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-11-30 22:55:00 UTC

Updated 2013-01-30 04:54:00 UTC

Description The Search Autocomplete module 7.x-2.x before 7.x-2.4 for Drupal does not properly restrict access to the module admin page, which allows remote attackers to disable an autocompletion or change the priority order via unspecified vectors.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Dominique Clause Search Autocomplete 7.x-2.0 All All All

Application Dominique Clause Search Autocomplete 7.x-2.1 All All All

Application Dominique Clause Search Autocomplete 7.x-2.3 All All All

Application Dominique Clause Search Autocomplete 7.x-2.x dev All All

Application Dominique Clause Search Autocomplete 7.x-2.0 All All All

Application Dominique Clause Search Autocomplete 7.x-2.1 All All All

Application Dominique Clause Search Autocomplete 7.x-2.3 All All All

Application Dominique Clause Search Autocomplete 7.x-2.x dev All All

Application Drupal Drupal - All All All

Application Drupal Drupal - All All All

References

Reference Source Link Tags

SA-CONTRIB-2012-107 - Search autocomplete - Access bypass | drupal.org MISC drupal.org Patch, Vendor Advisory

oss-security - Re: CVE Request for Drupal Contributed Modules MLIST www.openwall.com

search_autocomplete 7.x-2.4 | drupal.org CONFIRM drupal.org Patch

Drupal Search Autocomplete Module Access Security Bypass Vulnerability BID www.securityfocus.com

https://cve.report/
https://cve.report/CVE-2012-4471/mitre
https://cve.report/CVE-2012-4471/nist
https://cve.report/CVE-2012-4471/cve_org
https://cve.report/api/cve/CVE-2012-4471.json
https://cve.report/CVE-2012-4471.pdf
http://cve.report/vendor/dominique_clause
http://cve.report/software/dominique_clause/search_autocomplete
http://cve.report/vendor/dominique_clause
http://cve.report/software/dominique_clause/search_autocomplete
http://cve.report/vendor/dominique_clause
http://cve.report/software/dominique_clause/search_autocomplete
http://cve.report/vendor/dominique_clause
http://cve.report/software/dominique_clause/search_autocomplete
http://cve.report/vendor/dominique_clause
http://cve.report/software/dominique_clause/search_autocomplete
http://cve.report/vendor/dominique_clause
http://cve.report/software/dominique_clause/search_autocomplete
http://cve.report/vendor/dominique_clause
http://cve.report/software/dominique_clause/search_autocomplete
http://cve.report/vendor/dominique_clause
http://cve.report/software/dominique_clause/search_autocomplete
http://cve.report/vendor/drupal
http://cve.report/software/drupal/drupal
http://cve.report/vendor/drupal
http://cve.report/software/drupal/drupal
http://drupal.org/node/1679422
http://www.openwall.com/lists/oss-security/2012/10/04/3
http://drupal.org/node/1649442
http://www.securityfocus.com/bid/54379


CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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