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CVE CVE-2012-4512
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-02-08 19:15:00 UTC
Updated 2023-02-13 00:26:00 UTC
Description The CSS parser (khtml/css/cssparser.cpp) in Konqueror in KDE 4.7.3 allows remote attackers to cause a denial of service (

/ |

1|

Risk And Classification

Problem Types: CWE-843

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Kde Kde 4.7.3 All All All

Application Kde Kde 4.7.3 All All All

Operating System Redhat Enterprise Linux 6.0 All All All

Operating System Redhat Enterprise Linux 6.0 All All All

Operating System Redhat Enterprise Linux Desktop 6.0 All All All

Operating System Redhat Enterprise Linux Desktop 6.0 All All All

Operating System Redhat Enterprise Linux Server Eus 6.3 All All All

Operating System Redhat Enterprise Linux Server Eus 6.3 All All All

Operating System Redhat Enterprise Linux Workstation 6.0 All All All

Operating System Redhat Enterprise Linux Workstation 6.0 All All All

Reference Source L
Red Hat Customer Portal MISC r
Security Advisory SA51097 - KDE kdelibs Multiple Vulnerabilities - Secunia MISC S
oss-security - Re: Pre-advisory for Konqueror 4.7.3 (other versions may be affected) MISC v
Red Hat Customer Portal MISC r
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kdelibs Heap Overflows Let Remote Users Execute Arbitrary Code - Security Tracker MISC v
Red Hat Customer Portal MISC c
www.nth-dimension.org.uk/pub/NDSA20121010.txt.asc MISC v
865779 — (CVE-2012-4512) CVE-2012-4512 kdelibs: Heap-based buffer overflow when parsing location of a font face source MISC k
oss-security - Medium risk security flaws in Konqueror MISC v
quickgit.kde.org/index.php MISC c
EM_386: WebKit CSS Type Confusion MISC €
Red Hat Customer Portal MISC e
Security Advisory SA51145 - Red Hat update for kdelibs - Secunia MISC <
access.redhat.com | CVE-2012-4512 MISC ¢
archives.neohapsis.com/archives/bugtrag/2012-11/0005.html MISC c
CVE Program record CVE.ORG v
NVD vulnerability detail NVD r
(| | 1|

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to

this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report


http://www.securitytracker.com/id?1027709
https://access.redhat.com/errata/RHSA-2012:1418
http://www.nth-dimension.org.uk/pub/NDSA20121010.txt.asc
https://bugzilla.redhat.com/show_bug.cgi?id=865779
http://www.openwall.com/lists/oss-security/2012/10/30/6
http://quickgit.kde.org/index.php?p=kdelibs.git&a=commitdiff&h=a872c8a969a8bd3706253d6ba24088e4f07f3352
http://em386.blogspot.com/2010/12/webkit-css-type-confusion.html
https://access.redhat.com/errata/RHSA-2012:1416
http://secunia.com/advisories/51145
https://access.redhat.com/security/cve/CVE-2012-4512
http://archives.neohapsis.com/archives/bugtraq/2012-11/0005.html
https://www.cve.org/CVERecord?id=CVE-2012-4512
https://nvd.nist.gov/vuln/detail/CVE-2012-4512
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2012-4512
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References


