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Summary

CVE CVE-2012-4514

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-11-11 13:00:00 UTC

Updated 2012-11-12 21:12:00 UTC

Description rendering/render_replaced.cpp in Konqueror in KDE before 4.9.3 allows remote attackers to cause a denial of service (NULL pointer dereference) via a crafted web page, related to "trying to reuse a frame with a null part."

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Kde Kde 1.0 All All All

Operating System Kde Kde 1.1 All All All

Operating System Kde Kde 1.1.1 All All All

Operating System Kde Kde 1.1.2 All All All

Operating System Kde Kde 1.2 All All All

Operating System Kde Kde 1.x All All All

Operating System Kde Kde 2.0 All All All

Operating System Kde Kde 2.0.1 All All All

Operating System Kde Kde 2.0_beta All All All

Operating System Kde Kde 2.1 All All All

Operating System Kde Kde 2.1.1 All All All

Operating System Kde Kde 2.1.2 All All All

Operating System Kde Kde 2.1_beta1 All All All

Operating System Kde Kde 2.1_beta2 All All All

Operating System Kde Kde 2.2 All All All

Operating System Kde Kde 2.2.1 All All All

Operating System Kde Kde 2.2.2 All All All
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Operating System Kde Kde 2.2.2 All All All

Operating System Kde Kde 2.2_beta1 All All All

Operating System Kde Kde 3.0 All All All

Operating System Kde Kde 3.0.1 All All All

Operating System Kde Kde 3.0.2 All All All

Operating System Kde Kde 3.0.3 All All All

Operating System Kde Kde 3.0.3a All All All

Operating System Kde Kde 3.0.4 All All All

Operating System Kde Kde 3.0.5 All All All

Operating System Kde Kde 3.0.5a All All All

Operating System Kde Kde 3.0.5b All All All

Operating System Kde Kde 3.0_beta_1 All All All

Operating System Kde Kde 3.0_beta_2 All All All

Operating System Kde Kde 3.1 All All All

Operating System Kde Kde 3.1.0 All All All

Operating System Kde Kde 3.1.1 All All All

Operating System Kde Kde 3.1.1a All All All

Operating System Kde Kde 3.1.2 All All All

Operating System Kde Kde 3.1.3 All All All

Operating System Kde Kde 3.1.4 All All All

Operating System Kde Kde 3.1.5 All All All

Operating System Kde Kde 3.1_alpha1 All All All

Operating System Kde Kde 3.1_beta1 All All All

Operating System Kde Kde 3.1_beta2 All All All

Operating System Kde Kde 3.2 All All All

Operating System Kde Kde 3.2.0 All All All

Operating System Kde Kde 3.2.0_beta1 All All All

Operating System Kde Kde 3.2.1 All All All

Operating System Kde Kde 3.2.2 All All All

Operating System Kde Kde 3.2.3 All All All

Operating System Kde Kde 3.2.x All All All

Operating System Kde Kde 3.3 All All All

Operating System Kde Kde 3.3.0 All All All

Operating System Kde Kde 3.3.1 All All All

Operating System Kde Kde 3.3.2 All All All

Operating System Kde Kde 3.3.x All All All
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Operating System Kde Kde 3.4 All All All

Operating System Kde Kde 3.4.0 All All All

Operating System Kde Kde 3.4.1 All All All

Operating System Kde Kde 3.4.2 All All All

Operating System Kde Kde 3.4.3 All All All

Operating System Kde Kde 3.5 All All All

Operating System Kde Kde 3.5.0 All All All

Operating System Kde Kde 3.5.1 All All All

Operating System Kde Kde 3.5.10 All All All

Operating System Kde Kde 3.5.2 All All All

Operating System Kde Kde 3.5.3 All All All

Operating System Kde Kde 3.5.4 All All All

Operating System Kde Kde 3.5.5 All All All

Operating System Kde Kde 3.5.6 All All All

Operating System Kde Kde 3.5.7 All All All

Operating System Kde Kde 3.5.8 All All All

Operating System Kde Kde 3.5.9 All All All

Operating System Kde Kde 4.0.0 All All All

Operating System Kde Kde 4.0.1 All All All

Operating System Kde Kde 4.0.2 All All All

Operating System Kde Kde 4.0.3 All All All

Operating System Kde Kde 4.7.3 All All All

Operating System Kde Kde 4.9.0 All All All

Operating System Kde Kde 4.9.1 All All All

Operating System Kde Kde 1.0 All All All

Operating System Kde Kde 1.1 All All All

Operating System Kde Kde 1.1.1 All All All

Operating System Kde Kde 1.1.2 All All All

Operating System Kde Kde 1.2 All All All

Operating System Kde Kde 1.x All All All

Operating System Kde Kde 2.0 All All All

Operating System Kde Kde 2.0.1 All All All

Operating System Kde Kde 2.0_beta All All All

Operating System Kde Kde 2.1 All All All

Operating System Kde Kde 2.1.1 All All All

Operating System Kde Kde 2.1.2 All All All
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Operating System Kde Kde 2.1.2 All All All

Operating System Kde Kde 2.1_beta1 All All All

Operating System Kde Kde 2.1_beta2 All All All

Operating System Kde Kde 2.2 All All All

Operating System Kde Kde 2.2.1 All All All

Operating System Kde Kde 2.2.2 All All All

Operating System Kde Kde 2.2_beta1 All All All

Operating System Kde Kde 3.0 All All All

Operating System Kde Kde 3.0.1 All All All

Operating System Kde Kde 3.0.2 All All All

Operating System Kde Kde 3.0.3 All All All

Operating System Kde Kde 3.0.3a All All All

Operating System Kde Kde 3.0.4 All All All

Operating System Kde Kde 3.0.5 All All All

Operating System Kde Kde 3.0.5a All All All

Operating System Kde Kde 3.0.5b All All All

Operating System Kde Kde 3.0_beta_1 All All All

Operating System Kde Kde 3.0_beta_2 All All All

Operating System Kde Kde 3.1 All All All

Operating System Kde Kde 3.1.0 All All All

Operating System Kde Kde 3.1.1 All All All

Operating System Kde Kde 3.1.1a All All All

Operating System Kde Kde 3.1.2 All All All

Operating System Kde Kde 3.1.3 All All All

Operating System Kde Kde 3.1.4 All All All

Operating System Kde Kde 3.1.5 All All All

Operating System Kde Kde 3.1_alpha1 All All All

Operating System Kde Kde 3.1_beta1 All All All

Operating System Kde Kde 3.1_beta2 All All All

Operating System Kde Kde 3.2 All All All

Operating System Kde Kde 3.2.0 All All All

Operating System Kde Kde 3.2.0_beta1 All All All

Operating System Kde Kde 3.2.1 All All All

Operating System Kde Kde 3.2.2 All All All

Operating System Kde Kde 3.2.3 All All All

Operating System Kde Kde 3.2.x All All All
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Operating System Kde Kde 3.3 All All All

Operating System Kde Kde 3.3.0 All All All

Operating System Kde Kde 3.3.1 All All All

Operating System Kde Kde 3.3.2 All All All

Operating System Kde Kde 3.3.x All All All

Operating System Kde Kde 3.4 All All All

Operating System Kde Kde 3.4.0 All All All

Operating System Kde Kde 3.4.1 All All All

Operating System Kde Kde 3.4.2 All All All

Operating System Kde Kde 3.4.3 All All All

Operating System Kde Kde 3.5 All All All

Operating System Kde Kde 3.5.0 All All All

Operating System Kde Kde 3.5.1 All All All

Operating System Kde Kde 3.5.10 All All All

Operating System Kde Kde 3.5.2 All All All

Operating System Kde Kde 3.5.3 All All All

Operating System Kde Kde 3.5.4 All All All

Operating System Kde Kde 3.5.5 All All All

Operating System Kde Kde 3.5.6 All All All

Operating System Kde Kde 3.5.7 All All All

Operating System Kde Kde 3.5.8 All All All

Operating System Kde Kde 3.5.9 All All All

Operating System Kde Kde 4.0.0 All All All

Operating System Kde Kde 4.0.1 All All All

Operating System Kde Kde 4.0.2 All All All

Operating System Kde Kde 4.0.3 All All All

Operating System Kde Kde 4.7.3 All All All

Operating System Kde Kde 4.9.0 All All All

Operating System Kde Kde 4.9.1 All All All

Operating System Kde Kde All All All All

References

Reference Source Link Tags

20121030 Medium risk security flaws in Konqueror BUGTRAQ archives.neohapsis.com

oss-security - Re: Pre-advisory for Konqueror 4.7.3 (other versions may be affected) MLIST www.openwall.com

www.nth-dimension.org.uk/pub/NDSA20121010.txt.asc MISC www.nth-dimension.org.uk Exploit
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www.nth-dimension.org.uk/pub/NDSA20121010.txt.asc MISC www.nth-dimension.org.uk Exploit

oss-security - Medium risk security flaws in Konqueror MLIST www.openwall.com

quickgit.kde.org/index.php CONFIRM quickgit.kde.org

271528 – Konquerer Crash Logging Into Synology Disk Manager 3.1 CONFIRM bugs.kde.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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