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CVE CVE-2012-4516
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-10-22 23:55:00 UTC
Updated 2023-02-13 04:34:00 UTC
Description librdmacm 1.0.16, when ibacm.port is not specified, connects to port 6125, which allows remote attackers to specify the adc
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Openfabrics Librdmacm 1.0.16 All All All

Application Openfabrics Librdmacm 1.0.16 All All All

Reference Source Link
git.openfabrics.org Git - ~shefty/librdmacm.git/commitdiff CONFIRM git.openfabrics.org
git.openfabrics.org Git - ~shefty/librdmacm.git/commitdiff MISC git.openfabrics.org
oss-security - Re: CVE Request -- librdmacm (one issue) / ibacm (two issues) MLIST www.openwall.com
Bug 865483 — CVE-2012-4516 librdmacm: Tried to connect to port 6125 if ibacm.port was not found MISC bugzilla.redhat.com
librdmacm 'ib_acm' Service Port Connection Security Vulnerability BID www.securityfocus.com
oss-security - CVE Request -- librdmacm (one issue) / ibacm (two issues) MLIST www.openwall.com
CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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