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Certain versions of Django from Djangoproject contain the following
vulnerability:

The django.http.HttpRequest.get_host function in Django 1.3.x before
1.3.4 and 1.4.x before 1.4.2 allows remote attackers to generate and
display arbitrary URLs via crafted username and password Host
header values.
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There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Djangoproject Django 1.3 All All All

Application Djangoproject Django 1.3 alpha1 All All

Application Djangoproject Django 1.3 beta1 All All

Application Djangoproject Django 1.3.1 All All All

Application Djangoproject Django 1.3.2 All All All

Application Djangoproject Django 1.3.3 All All All

Application Djangoproject Django 1.4 All All All

Application Djangoproject Django 1.4.1 All All All

Application Djangoproject Django 1.3 All All All

Application Djangoproject Django 1.3 alpha1 All All

Application Djangoproject Django 1.3 beta1 All All

Application Djangoproject Django 1.3.1 All All All

Application Djangoproject Django 1.3.2 All All All

Application Djangoproject Django 1.3.3 All All All

Application Djangoproject Django 1.4 All All All

Application Djangoproject Django 1.4.1 All All All

cpe:2.3:a:djangoproject:django:1.3:*:*:*:*:*:*:*:

cpe:2.3:a:djangoproject:django:1.3:alpha1:*:*:*:*:*:*:

cpe:2.3:a:djangoproject:django:1.3:beta1:*:*:*:*:*:*:

cpe:2.3:a:djangoproject:django:1.3.1:*:*:*:*:*:*:*:

cpe:2.3:a:djangoproject:django:1.3.2:*:*:*:*:*:*:*:

cpe:2.3:a:djangoproject:django:1.3.3:*:*:*:*:*:*:*:

cpe:2.3:a:djangoproject:django:1.4:*:*:*:*:*:*:*:

cpe:2.3:a:djangoproject:django:1.4.1:*:*:*:*:*:*:*:

cpe:2.3:a:djangoproject:django:1.3:*:*:*:*:*:*:*:

cpe:2.3:a:djangoproject:django:1.3:alpha1:*:*:*:*:*:*:

cpe:2.3:a:djangoproject:django:1.3:beta1:*:*:*:*:*:*:

cpe:2.3:a:djangoproject:django:1.3.1:*:*:*:*:*:*:*:

cpe:2.3:a:djangoproject:django:1.3.2:*:*:*:*:*:*:*:
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← Previous ID Next ID→

No vendor comments have been submitted for this CVE
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