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Summary

CVE CVE-2012-4528

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-12-28 11:48:00 UTC

Updated 2021-02-12 17:29:00 UTC

Description The mod_security2 module before 2.7.0 for the Apache HTTP Server allows remote attackers to bypass rules, and deliver arbitrary POST data to a PHP application, via a multipart request in which an invalid part precedes the crafted data.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 18 All All All

Operating System Fedoraproject Fedora 18 All All All

Operating System Opensuse Opensuse 11.4 All All All

Operating System Opensuse Opensuse 12.2 All All All

Operating System Opensuse Opensuse 12.3 All All All

Operating System Opensuse Opensuse 11.4 All All All

Operating System Opensuse Opensuse 12.2 All All All

Operating System Opensuse Opensuse 12.3 All All All

Application Trustwave Modsecurity All All All All

Application Trustwave Modsecurity All All All All

References

Reference Source

openSUSE-SU-2013:1331-1: moderate: update for apache2-mod_security2 SUSE

openSUSE-SU-2013:1336-1: moderate: update for apache2-mod_security2 SUSE

404 Not Found CONFIRM

oss-security - Re: CVE request: Fwd: [Full-disclosure] SEC Consult SA-20121017-0 :: ModSecurity multipart/invalid part ruleset bypass MLIST
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Vulnerability Lab - SEC Consult MISC

[SECURITY] Fedora 18 Update: mod_security-2.7.1-3.fc18 FEDORA

Full Disclosure: SEC Consult SA-20121017-0 :: ModSecurity multipart/invalid part ruleset bypass FULLDISC

404 Not Found CONFIRM

openSUSE-SU-2013:1342-1: moderate: update for apache2-mod_security2 SUSE

404 Not Found CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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