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Summary

CVE CVE-2012-4563

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-11-20 00:55:00 UTC

Updated 2023-02-13 00:26:00 UTC

Description Cross-site scripting (XSS) vulnerability in Google Web Toolkit (GWT) 2.4 Beta and release candidates before 2.4.0 allows remote attackers to inject arbitrary web script or HTML via unspecified vectors.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Google Web Toolkit 2.4 beta All All

Application Google Web Toolkit 2.4 beta All All

References

Reference Source Link Tags

886778 – (CVE-2012-4563) CVE-2012-4563 GWT: unknown XSS flaw MISC bugzilla.redhat.com

CVE-2012-4563 - Red Hat Customer Portal MISC access.redhat.com

Google Web Toolkit Unspecified Cross Site Scripting Vulnerability BID www.securityfocus.com

Google Web Toolkit Release Notes - Google Web Toolkit — Google Developers CONFIRM developers.google.com

GWT Project MISC www.gwtproject.org

oss-security - Re: CVE request: XSS is Google Web Toolkit (GWT) MLIST www.openwall.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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