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CVE CVE-2012-4577
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-08-21 18:55:00 UTC
Updated 2017-08-29 01:32:00 UTC
Description The Linux firmware image on (1) Korenix Jetport 5600 series serial-device servers and (2) ORing Industrial DIN-Rail serial-

/ |

1|

Risk And Classification

Problem Types: CWE-255

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Korenix Jetport 5601 All All All

Hardware Korenix Jetport 5601f All All All

Hardware Korenix Jetport 5604 All All All

Hardware Korenix Jetport 5604i All All All

Hardware Korenix Jetport 5601 All All All

Hardware Korenix Jetport 5601f All All All

Hardware Korenix Jetport 5604 All All All

Hardware Korenix Jetport 5604i All All All

Reference Source Link

Korenix Jetport 5600 Series Hard-coded Credentials | ICS-CERT MISC ics-cert.us-cert.gov
ORing Industrial Networking IDS-5042/5042+ Hard-Coded Credential Vulnerability | ICS-CERT MISC ics-cert.us-cert.gov
IBM X-Force Exchange XF exchange.xforce.ibmcloud.com
Korenix Jetport 5600 Series Default Credentials Authentication Bypass Vulnerability BID www.securityfocus.com
Digital Bond Archives - Dale Peterson: ICS Security Catalyst MISC www.digitalbond.com
CVE Program record CVE.ORG www.cve.org
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NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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