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AVNACUAUSCRINAN Certain versions of Epolicy Orchestrator from Mcafee contain the
’ following vulnerability:

McAfee ePolicy Orchestrator (ePO) 4.6.1 and earlier allows remote
authenticated users to bypass intended access restrictions, and obtain
sensitive information from arbitrary reporting panels, via a modified 1D
value in a console URL.

CVE-2012-4594 has been assigned by [ cve@mitre.org to track the vulnerability

CVSS2 Score: ~4-MEDIUM

Access Access Authentication
Vector Complexity

Low

Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link
McAfee KnowledgeBase - McAfee Security Bulletin - McAfee ePO 4.x 1 CONFIRM
viewing of shared dashboard data issue kc.mcafee.com/corporate/index?

page=content&id=SB10025

IBM X-Force Exchange € XF mcafee-epolicy-idvalue-info-
disc(78132)

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE
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No vendor comments have been submitted for this CVE
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