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Summary

CVE CVE-2012-4596

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-08-22 10:42:00 UTC

Updated 2013-04-11 03:31:00 UTC

Description Directory traversal vulnerability in McAfee Email Gateway (MEG) 7.0.0 and 7.0.1 allows remote authenticated users to bypass intended access restrictions and download arbitrary files via a crafted URL.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mcafee Email Gateway 7.0.0 All All All

Application Mcafee Email Gateway 7.0.1 All All All

Application Mcafee Email Gateway 7.0.0 All All All

Application Mcafee Email Gateway 7.0.1 All All All

References

Reference

McAfee Email Gateway Lets Remote Users Bypass Authentication and Conduct Cross-Site Scripting and Directory Traversal Attacks - SecurityTracker

McAfee KnowledgeBase - McAfee Security Bulletin - EWS 5.5, 5.6, and MEG 7.0.1 hotfixes resolve multiple issues

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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