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CVE CVE-2012-4694
State PUBLIC
Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-02-15 12:09:00 UTC
Updated 2013-02-15 12:09:00 UTC
Description Moxa EDR-G903 series routers with firmware before 2.11 do not use a sufficient source of entropy for (1) SSH and (2) SSL
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Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Moxa Edr-g903 - All All All

Hardware Moxa Edr-g903 - All All All

Application Moxa Edr G903 Firmware 1.0 All All All

Application Moxa Edr G903 Firmware 2.0 All All All

Application Moxa Edr G903 Firmware 2.1 All All All

Application Moxa Edr G903 Firmware 1.0 All All All

Application Moxa Edr G903 Firmware 2.0 All All All

Application Moxa Edr G903 Firmware 21 All All All

Application Moxa Edr G903 Firmware All All All All
References

Reference Source Link Tags

Moxa - Support CONFIRM WWw.moxa.com

404 - File Not Found | CISA MISC ics-cert.us-cert.gov US Government Resource

CVE Program record CVE.ORG Www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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