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CVE CVE-2012-4750
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-01-13 20:15:00 UTC
Updated 2020-01-22 15:31:00 UTC
Description A Code Execution vulnerability exists in the memcpy function when processing AMF requests in Ezhometech EzServer 7.0,

/

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Ezhometech Ezserver 7.0 All All All
Application Ezhometech Ezserver 7.0 All All All

References

Reference Source Link

IBM X-Force Exchange MISC exchange.xforce.ibmcloud.com
Ezhometech EzServer 7.0 Remote Heap Corruption =~ Packet Storm MISC packetstormsecurity.com
SecurityFocus MISC www.securityfocus.com
Ezhometech EzServer AMF Request Remote Heap Corruption Vulnerability MISC www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

/

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

Tags

Third Party Advi
Third Party Advi:
Exploit, Third Pa
Third Party Advi:
canonical

canonical, analy
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