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Summary

CVE CVE-2012-4845

State PUBLIC

Assigner psirt@us.ibm.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-10-20 10:41:00 UTC

Updated 2021-08-31 15:43:00 UTC

Description The FTP client in IBM AIX 6.1 and 7.1, and VIOS 2.2.1.4-FP-25 SP-02, does not properly manage privileges in an RBAC environment, which allows attackers to bypass intended file-read restrictions by leveraging the setuid installation of the ftp executable file.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Ibm Aix 6.1 All All All

Operating System Ibm Aix 7.1 All All All

Operating System Ibm Aix 6.1 All All All

Operating System Ibm Aix 7.1 All All All

Application Ibm Vios 2.2.1.4 fp-25_sp-02 All All

Operating System Ibm Vios 2.2.1.4 fp-25_sp-02 All All

Operating System Ibm Vios 2.2.1.4 fp-25_sp-02 All All

References

Reference Source Link Tags

aix.software.ibm.com/aix/efixes/security/ftp_advisory1.asc CONFIRM aix.software.ibm.com Vendor Advisory

IV23331: AIX FTP VULNERABILITY CVE-2012-4845 APPLIES TO AIX 6100-07 AIXAPAR www.ibm.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Repository / Oval Repository OVAL oval.cisecurity.org

IV28787: AIX FTP VULNERABILITY CVE-2012-4845 APPLIES TO AIX 7100-01 AIXAPAR www.ibm.com

IV28785: AIX FTP VULNERABILITY CVE-2012-4845 APPLIES TO AIX 7100-00 AIXAPAR www.ibm.com

Malformed Request BID www.securityfocus.com

https://cve.report/
https://cve.report/CVE-2012-4845/mitre
https://cve.report/CVE-2012-4845/nist
https://cve.report/CVE-2012-4845/cve_org
https://cve.report/api/cve/CVE-2012-4845.json
https://cve.report/CVE-2012-4845.pdf
http://cve.report/vendor/ibm
http://cve.report/software/ibm/aix
http://cve.report/vendor/ibm
http://cve.report/software/ibm/aix
http://cve.report/vendor/ibm
http://cve.report/software/ibm/aix
http://cve.report/vendor/ibm
http://cve.report/software/ibm/aix
http://cve.report/vendor/ibm
http://cve.report/software/ibm/vios
http://cve.report/vendor/ibm
http://cve.report/software/ibm/vios
http://cve.report/vendor/ibm
http://cve.report/software/ibm/vios
http://aix.software.ibm.com/aix/efixes/security/ftp_advisory1.asc
http://www.ibm.com/support/docview.wss?uid=isg1IV23331
https://exchange.xforce.ibmcloud.com/vulnerabilities/79279
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A19695
http://www.ibm.com/support/docview.wss?uid=isg1IV28787
http://www.ibm.com/support/docview.wss?uid=isg1IV28785
http://www.securityfocus.com/bid/56134


IV28715: AIX FTP VULNERABILITY CVE-2012-4845 APPLIES TO AIX 6100-06 AIXAPAR www.ibm.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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