CVE-2012-4893

MITRE NVD CVE.ORG Print: PDF %5

CVE CVE-2012-4893
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-09-11 19:55:00 UTC
Updated 2012-09-12 14:30:00 UTC
Description Multiple cross-site request forgery (CSRF) vulnerabilities in file/show.cgi in Webmin 1.590 and earlier allow remote attacker

/ |

1|

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Gentoo Webmin 1.140 All All All
Application Gentoo Webmin 1.150 All All All
Application Gentoo Webmin 1.160 All All All
Application Gentoo Webmin 1.170 All All All
Application Gentoo Webmin 1.180 All All All
Application Gentoo Webmin 1.200 All All All
Application Gentoo Webmin 1.210 All All All
Application Gentoo Webmin 1.220 All All All
Application Gentoo Webmin 1.230 All All All
Application Gentoo Webmin 1.240 All All All
Application Gentoo Webmin 1.260 All All All
Application Gentoo Webmin 1.270 All All All
Application Gentoo Webmin 1.280 All All All
Application Gentoo Webmin 1.290 All All All
Application Gentoo Webmin 1.300 All All All
Application Gentoo Webmin 1.310 All All All
Application Gentoo Webmin 1.320 All All All
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Application Gentoo Webmin 1.300 All All All
Application Gentoo Webmin 1.310 All All All
Application Gentoo Webmin 1.320 All All All
Application Gentoo Webmin 1.330 All All All
Application Gentoo Webmin 1.340 All All All
Application Gentoo Webmin 1.370 All All All
Application Gentoo Webmin 1.380 All All All
Application Gentoo Webmin 1.390 All All All
Application Gentoo Webmin 1.400 All All All
Application Gentoo Webmin 1.410 All All All
Application Gentoo Webmin 1.420 All All All
Application Gentoo Webmin 1.430 All All All
Application Gentoo Webmin 1.440 All All All
Application Gentoo Webmin 1.450 All All All
Application Gentoo Webmin 1.470 All All All
Application Gentoo Webmin 1.480 All All All
Application Gentoo Webmin 1.500 All All All
Application Gentoo Webmin 1.510 All All All
Application Gentoo Webmin 1.520 All All All
Application Gentoo Webmin 1.530 All All All
Application Gentoo Webmin 1.550 All All All
Application Gentoo Webmin 1.560 All All All
Application Gentoo Webmin 1.570 All All All
Application Gentoo Webmin 1.580 All All All
Application Gentoo Webmin All All All All
Reference Source Link Tags
Vulnerability Note VU#788478 - Webmin contains input validation vulnerabilities CERT-VN  www.kb.cert.org US Government
www.americaninfosec.com/research/dossiers/AISG-12-001.pdf MISC www.americaninfosec.com
American Information Security Group - Research MISC americaninfosec.com

CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analy:
d [

No vendor comments have been submitted for this CVE.


http://cve.report/vendor/gentoo
http://cve.report/software/gentoo/webmin
http://cve.report/vendor/gentoo
http://cve.report/software/gentoo/webmin
http://cve.report/vendor/gentoo
http://cve.report/software/gentoo/webmin
http://cve.report/vendor/gentoo
http://cve.report/software/gentoo/webmin
http://cve.report/vendor/gentoo
http://cve.report/software/gentoo/webmin
http://cve.report/vendor/gentoo
http://cve.report/software/gentoo/webmin
http://cve.report/vendor/gentoo
http://cve.report/software/gentoo/webmin
http://cve.report/vendor/gentoo
http://cve.report/software/gentoo/webmin
http://cve.report/vendor/gentoo
http://cve.report/software/gentoo/webmin
http://cve.report/vendor/gentoo
http://cve.report/software/gentoo/webmin
http://cve.report/vendor/gentoo
http://cve.report/software/gentoo/webmin
http://cve.report/vendor/gentoo
http://cve.report/software/gentoo/webmin
http://cve.report/vendor/gentoo
http://cve.report/software/gentoo/webmin
http://cve.report/vendor/gentoo
http://cve.report/software/gentoo/webmin
http://cve.report/vendor/gentoo
http://cve.report/software/gentoo/webmin
http://cve.report/vendor/gentoo
http://cve.report/software/gentoo/webmin
http://cve.report/vendor/gentoo
http://cve.report/software/gentoo/webmin
http://cve.report/vendor/gentoo
http://cve.report/software/gentoo/webmin
http://cve.report/vendor/gentoo
http://cve.report/software/gentoo/webmin
http://cve.report/vendor/gentoo
http://cve.report/software/gentoo/webmin
http://cve.report/vendor/gentoo
http://cve.report/software/gentoo/webmin
http://cve.report/vendor/gentoo
http://cve.report/software/gentoo/webmin
http://cve.report/vendor/gentoo
http://cve.report/software/gentoo/webmin
http://cve.report/vendor/gentoo
http://cve.report/software/gentoo/webmin
http://cve.report/vendor/gentoo
http://cve.report/software/gentoo/webmin
http://www.kb.cert.org/vuls/id/788478
http://www.americaninfosec.com/research/dossiers/AISG-12-001.pdf
http://americaninfosec.com/research/index.html
https://www.cve.org/CVERecord?id=CVE-2012-4893
https://nvd.nist.gov/vuln/detail/CVE-2012-4893

There are currently no legacy QID mappings associated with this CVE.
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